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Market Research

* Parameters
o Number of connections
o Transmission speed
o Number of VPN connections
o VPN network protocol
o Encryption
o Authentication
o Certificates
o Hashing algorithms
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Market Research - report

Report available for download

» First preliminary results published on website

» User group input for additional parameters or
devices possible

» Final version towards end of project
« Possible to input own research
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VPN Implementation
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L2TP: Layer 2 Tunneling Protocol
PPTP: Point to Point Tunneling Protocol

||| ey B



Market Research - conclusions

VPN
Implementation

Encryption
Standards

Authentication
Mechanisms

Hash Standards

88% IPSec
38% OpenVPN

31% PPTP
15% L2TP



Market Research - conclusions

Encryption Standards

100% 100% 100%
AES 256; 21
AEs 25621 0% -
m DES 20%
71%
3DES; 21 m 3DES
! 70%
AES 128 62%
60%
AES 192
0,
AES 256 >0%
40%
AES 192; 15 m BF 29%
30%
AES 128; 18 20%
10%

0%
DES 3DES AES 128 AES 192 AES 256 BF

AES: Advanced Encryption Standard

DES: Data Encryption Standard

3DES: Triple Data Encryption Standard
; Blowfish
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Authentication Mechanisms
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Hash Standards
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MD5: Message-Digest Algorithm: 128bit hash value
SHA-1: Secure Hash Algorithm 1: 160bit hash value
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* From preliminary results some conclusions can be drawn
o VPN implementation: openVPN & IPSEC
o Encryption: 3DES & AES256

o Authentication: passwords (PSK) are still often used!
- Difficult to manage
- Danger of standard passwords
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