Industrial Control Systems

ARCHITECTURES & SECURITY ESSENTIALS

1 day training course
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Course outline

* ICS OVERVIEW

* Generic architectures
e Terms & Definitions
e History of ICS

* Hands on: Basic PLC Programming

* Creating a first Flowchart-based program
* Creating visualisation

 Commonly used ICS protocols
e Overview of ICS protocols

* Security considerations for commonly used protocols
* Hands-on: Wireshark captures

* Introduction to ICS Security

* Basics of a ICS security penetration test
* Red team Excercise & Demo’s
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|ICS OVERVIEW
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Hands-on: Basic PLC programming

e [EC61131-3 Programming Languages

* Ladder diagram (LD) FBD

* Sequential Function Charts (SFC) 00| 1| aoo

* Function Block Diagram (FBD)

* Structured Text (ST) Ladder

* Instruction List (IL) | im 50}0 |
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Commonly used ICS protocols

* Qverview of commonly used ICS Protocols & Security considirations

Universal ICS Protocols e Fieldbus HSE:TCP/1089--1091, UDP/1089--109
e Modbus TCP: TCP/502 e HART--IP: TCP/5094,UDP/5094

e OPC UA: TCP/4840 e PROFINET: TCP/34962--34964, UDP/34962--34964
e OPC UA XML: TCP/80,TCP/443 Building Automation Specific Protocols

Process Automation Specific Protocols e BACnet/IP: UDP/47808

e EtherCAT: UDP/34980 e LonTalk: UDP/1628, UDP/1629

e Ethernet/IP: TCP/44818, UDP/2222,44818 ¢ Fox (Tridium/Niagara): TCP/1911

e FL--net: UDP/55000 to 55003

* Hands-on: Wireshark Captures (ICS protocols)

Modbus/TCP 66 Query: Trans: @; Unit: 255, Func:  4: Read Input Registers

Modbus/TCP 327 Response: Trans: 32@88; Unit: 255, Func:  4: Read Input Registers

TCP 68 44818 + 58275 [ACK] Seq=1 Ack=83 Win=4838 Len=0
E CIP 1258 Multiple Service Packet, | Unknown Service (@x4c) | Multiple Service Packet, | Un
T CIP 126 Success, | Success, | Success

Madbus /TCP 66 Query: Trans: 1; Unit: 255, Func: 2: Read Discrete Inputs

CIP 386 Multiple Service Packet, | Unknown Service (@x4c), | Unknown Service (@x4c) | Mul

IeP 68 44818 » 58275 [ACK] Seg=1 Ack=1287 Win=2916 Len=@
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Introduction to ICS security

e Basics of an ICS penetration test
e Attack Surfaces
e Applied ICS Scanning
* Tools & techniques

Nmap, Shodan, PLCScan, Scapy, Modbuspal, Metasploit, ...

SHODAN

Computer Search Engine ? @ metaSpIO|t®

* Hands-on: Red team excercises & Demo’s

Think likea hacker ...

e Capturing and Fuzzing Modbus traffic to manipulate a procces
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Summary
j What will you receive

* Basic knowledge of how Industrial control systems function, their components and architectures

* Learn why Industrial control systems are different from their IT counterparts
* Basic understanding of how “hackers” can infiltrate control systems and manipulate them
* Experience through hands-on sessions

* Who Should attend

* |T (includes operational technology support)

* |T security (includes operational technology security)
* Engineering

g

* Prerequisites

* Understanding of TCP/IP & Networking design/architectures
* Laptop Required
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“That concludes my prepared remarks.
. T'll take questions that fit my prepared answers."
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