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“Risk management is the foundation of cyber security”
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What is risk:
• The likelihood of a give threat event
• Exercising a particular “potential” vulnerability of an asset
• With resulting consequences that impact operation of the assets
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Common ICS Attack Methodes:
• Man-in-the-middle attacks (MitM)
• Replay attacks
• Denial-of-service attacks (DoS)
• Compromising the HMI
• Compromising the Engineering Workstation
• Social Engineering 
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Common ICS Attack Methodes:
• Social Engineering 

• Phishing
• Spear Phishing
• Vishing (voice)
• Smishing (sms)
• Mining Social media
• …
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Common ICS targets
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List of common industrial targets:
• Access control system
• Application servers
• Condition monitoring system
• Controller (PLC)
• Data Historian
• Directory services
• Engineering workstation
• Environmental controls
• Slave devices
• Operatior workstations (HMI)
• Scada servers
• Safey systems
• User
• ….
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List of common industrial targets:
PDF listing for each target
• Possible Attack Vectors
• Possible Attack Methods
• Possible Consequences
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