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Grafiek 2.1. Aandeel van de totale ondernemingsomzet, gerealiseerd door e-commerce
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Bron: Enquéte ‘Gebruik van ICT en e-commerce bij ondernemingen’ (2015), FOD Economie -
AD Statistiek - Statistics Belgium, Eurostat.

Het aandeel van de e-commerce in de totale omzet wordt gebruikt
voor de berekening van de DESI (luik “integratie van digitale technolo-
gie”). Met een aandeel van 22,3 % bevindt Belgié zich boven het Euro-

pese gemiddelde (17,2 %).
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New technologies bring new risks

Cloud &
Virtualization

Internet of Collaboration
Platforms

New
payment
systems

Social media
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Actors threatening your business

Espionage
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Tools of the cyber criminals
An overview

* Generic Malware
MALWARE » Targeted Malware

* External botnet
* Internal botnet

BOTNETS

SOCIAL
ENGINEERING * Role of social media

\ * Focused on individual situation

CYBER |
INTELLIGENCE

* Vulnerabilities & Zero day exploits
* Your infrastructure architecture
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Ransomware
Paying the criminal — the new way

Payment for private key
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Webserver / node

Col e & My IP is x.y.z.z
|

Control Server  DDOS Botnet attack on a webserver
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Never send your bank card

nor disclose your codes
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GDPR

EU General Data Protection Regulation




KMO en beveiligingsbeleid ?



Information and communication

Professional, scientific and technical activities

Electricity, gas, steam and air conditioning;
water supply,...

Feal estate activities

Accommodation

Wholesale and relail trade; repair of motor
vehicles and motarcycles

Manufacuring

Administrative and support service actvities
Transport and storage

Retail trade

Construction

All enterprises
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WAAROM MOET DE KMO IETS DOEN ?

* Compliant met de GDPR
(gevoelige persoonsgegevens)

 Company reputatieschade
* Continuiteit

 Concurrentie
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* Boekhouder /
bedrijfsrevisor

Klant (onderaannemer)
* |T leverancier

e Bankier

* Verzekeringsmakelaar

* Beroepsorganisatie



ONZE RAAD AAN DE KMO : INSTALLEER EEN ISMS

INFORMATION SECURITY MANAGEMENT SYSTEM

FEET Tools

OwnCloud / Protonmail / Bitlocker /
FileVault / LUKS /.

Application ) Bummm)  WebKnight

=)

Snort, OSSec / Security Onion / ELK

ISMS4SME, gebaseerd op ISO 2700X
maar PRAKTISCH met checklist
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ISMS4SME

Function Category
Unique Function Unique Category
Identifier Identifier

ID.AM Asset Management
ID.BE Business Environment

Identify ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
PRAC Access Control
PRAT Awareness and Training

Protect PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events

Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications

Respond RS.AN Analysis
RS.MI Mitigation
RS.IM Improvements
RC.RP Recovery Planning

Recover RC.IM Improvements

RC.CO

Communications




BEVEILIGINGSBELEID IN DE KMO (PRAKTISCH)

1. In te vullen check list
2. Gesprek met Business en IT verantwoordelijke(n):

- Assets
- Risico’s
- Bestaande maatregelen

3. Ge-automatiseerde assessment tool
4. Rapport:

- Beveiligingsbeleid documenten

- Verbeter-plan
5. Re-assessment
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INTERNET OF THINGS 26 MILJARD DEVICES AANGESLOTEN IN 2020

a

Smart Factory | O T B E

i

Smart Cities

Smart Building/Home

Smart Retail
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