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Introduction

* [ndustrial Mobile Apps: Who's Using Them and Why

o http://www.automationworld.com/mobility/industrial-mobile-apps-whos-using-
them-and-why

“We use the app to monitor our gas detection devices, but
we also use a few controls in the app that allow us to

remotely silence the alarms...” (Bayer Corp. in Pittsburgh) “...monitor any area of production—packaging status, cook
temperature or frying capacity—from the palm of their hands...”

(Hillshire Brands)

“We have a few in-house mobile applications for
handling work orders and purchase orders, as
well as preventative maintenance and inventory.”

“...anytime access to real-time and historical production data
and trends, operators can see where there are problems, where
problems might potentially arise, or where additional capacity

"A mobile HMI reduces communication errors exists to increase production or run an alternative product.”
between people by allowing the field operator to (Hillshire Brands)

access the same data as the control room operator.”



http://www.automationworld.com/mobility/industrial-mobile-apps-whos-using-them-and-why

Introduction

e Use mobile devices in ICS environments

o Hardware platform
» Cheap off-the-shelf hardware
« They’re compact, lightweight, affordable, and readily available.
« They offer powerful processors and rich Ul capabillities
* Rich wireless communication interfaces

o Application platform
« ICS equipment vendors have started to provide mobile app support
« Applications that interact with corporate or other services

o Built-in security technologies (VPN/MDM/app sandboxing/...)
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Reqguirements

* Functional requirements
o Use mobile to interact with ICS equipment
o Use mobile to access company resources/services in back-end
o Access resources on the internet

* Security requirements

o Only traffic from specified ICS apps can reach the ICS network
o Only authorized employees can access ICS network (via WiFi)
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Solution Architectures
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Solution Architectures

* Firewall-based solution
@ Separates most traffic nicely
@ Can match with expected network signatures

& Malicious apps targeting ICS equipment
@ Other apps generating traffic for ICS network

‘ Lack of required context information
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Solution Architectures

e MDM-based solution

o COSU: Corporate-owned, single-use
» “kiosks” or “purpose-built devices”. one application is intended to run on the device
Simple but greatly restricts use of mobile device

Provided by Android via lock task mode
Requires application awareness
Activated via MDM or enforced by application

o COBO: Corporate-owned, business only
o COPE: Corporate-owned, personally enabled
o BYOD: Bring your own device
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Solution Architectures

e MDM-based solution

o Create application/context-awareness by managing traffic on the mobile device
« Usually all traffic passes through the same interface
« Can we separate ICS and other traffic?

» « Create avirtual VPN interface Q=C
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Background

* VPN technology on Android

* MDM on Android (Android for Work)
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* Android has a built-in IPSec VPN implementation
o Both PSK and RSA device authentication
o Password-based user authentication

o Does not support fine-grained control
« White listed apps, MDM-based configuration

Name

IpsecWithSharedKeys
Type
IPSec Xauth PSK

Server address
62.99.0.51

IPSec identifier

IPsecVPN

IPSec pre-shared key

Show advanced options

Cancel




VPN Technology on Android

* Android has a built-in IPSec VPN implementation
o Both PSK and RSA device authentication
o Password-based user authentication

* The Android framework provides APIs to develop VPN applications
o Mainly OpenVPN ports

o Interface also used for firewalling internet traffic (no root required)
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CI d VPN (Free TunmeIBear VPN VPN Master-Free Hola gratis VPN Hotspot Shield Fre
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VPN Technology on Android

* Android has a built-in IPSec VPN implementation
o Both PSK and RSA device authentication
o Password-based user authentication

* The Android framework provides APIs to develop VPN applications
o Mainly OpenVPN ports

o Interface also used for firewalling internet traffic (no root required)

o Some clients connect with predefined VPN servers
o Some pure VPN client implementations
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VPN Technology on Android

* Android provides APIs to allow VPN implementations to allow/disallow specific

applications access to the VPN &0 umo
Editing "afw_vpn" 80 Q
VpnService.Builder addAllowedApplication(String packageName) ALLOWED APPS
Adds an application that's allowed to access the VPN connection. VPN is used for all apps but exclude
selected
VpnService.Builder addDisallowedApplication(String packageName)

Adds an application that's denied access to the VPN connection. Always on Voice (W]

D&

- Android System O

@ Bluetooth Share O
%E Calendar Storage O
CaptivePortalLogin O
Carrier Provisioning Service O

com.android.connectivity.metrics  [J

L . .
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Android for Work

* Platform from Google that improves Android usability, security, and flexibility in
work environments

* Built-into recent Android devices (5 and higher)
o Newer Android versions add more features

* Supports two virtual profiles on Android device

o Person profile managed by user
o Work profile managed by employer
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Android for Work

* AfW APIs are used by Enterprise Mobility Management (EMM) providers to
enforce company policies

System-wide policies/settings Work profile policies

Controlled sharing of data between profiles Specify apps that can/should be installed in the work profile
Password policies Auto wipe profile upon synchronization failure

Require full disk encryption Credentials for access to company networks/services
Allow camera App-specific policies/configurations for work apps

Allow developer options Share content from work to personal profile

Allow screenshots Copy/paste content from work to personal profile

Allow configuration of network access
Allow reset to factory settings
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Android for Work

* APIs/capabillities are used by Enterprise Mobility Management (EMM) providers
* https://lwww.google.com/work/android/partners/
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https://www.google.com/work/android/partners/

 Device enrollment
o Install EMM app on device

o EMM app creates work profile
» Policy-based isolation between both profiles
« Control over company profile via MDM
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* Policy
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* Policy
enforcement

managed profile
app restrictions
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Policy
enforcement

* User has both work and
personal apps installed

* Users can have the
same app installed in
both the work and
personal profile

e [Each version runs in its
own sandbox

* Users can distinguish
between apps via B
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Realization

* MDM providers
o Preliminary tests with Google Apps for Work
o Does not yet support managed profile

airwatch *2: BlackBerry. N D et @ Centrify:
by VIMWare eSS
CITRIX ? Google
. CORTADO Apps for Work MaaS360
MATRIX?2 @) Mobilelron okta EEY
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Test DPC

Sample developer Bibliotheken en demo L& & & & il 3
E reciz

© Deze app is compatibel met al je apparaten.

El Toevoegen aan verlanglijstje Installeren

Realization a » o

* MDM providers
o Preliminary tests with Google Apps for Work
o Does not yet support managed profile

o Used Test DPC as an alternative
» https://play.google.com/store/apps/details?id=com.afwsamples.testdpc&hl=nl
« Sample device policy controller for use with Android for Work
» Client-side specification of policies
- Set up work profile
- Enable work apps

- Set applications restrictions
- Manage security polices



https://play.google.com/store/apps/details?id=com.afwsamples.testdpc&hl=nl

* VPN configuration
managed profile - Crypto parameters
/app restrictions . Endpoint address

SIEMENﬁ

[eoRTACH —= + Credentials/certificates
« CA certificate
« Client certificate

- Client key
.+ VPN apps
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Policy management

Hide apps

Unhide apps

Manage app restrictions

App restrictions manager

Block uninstallation

Block uninstallation by package name

Block uninstallation list

Camera, screen capture and audio

!% OpenVPN for Android

AllowedApps
CommonVPNConfiguration

UserVPNConfiguration

LOAD MANIFEST RESTRICTIONS

RESET

SAVE

RRIRSYANY
® D D

Select type  String v

Key: CommonVPNConfiguration

value: cGVyc2lzdC10dW4KeGVyc2lzdC

CANCEL SAVE



Realization

* Unfortunately most apps do not yet implement managed profile API

o A popular OpenVPN client is open source (Apache 2 license)...
 https://github.com/schwabe/ics-openvpn
» https://play.google.com/store/apps/details?id=de.blinkt.openvpn
OpenVPN for Android

\ Arne Schwabe Communicatie o 21032 2
H reciz

4
' x ‘ Deze app is compatibel met al je apparaten.
—/_\— E Toevoegen aan verlanglijstje m

1

W w325 ¥ 4325

OpenVPN for Android H ® O OpenVPN for Android B ®

o Extended implementation
* Added Managed Profile support
« Disabled on-device configuration

PROFILES PROFILES

pfSense-udp-1194-jan-ios-config % pfSense-udp-1194-jan-ios-config



https://github.com/schwabe/ics-openvpn
https://play.google.com/store/apps/details?id=de.blinkt.openvpn

* By default all traffic over
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PHCGENIX
CONTACT

* By default all traffic over

* Employee activates VPN when required
o VPN endpoint is not always reachable
o Multiple VPN configurations possible

o ICS traffic over
o Other traffic over

’ Android system
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Evaluation

* Functional requirements
o Use mobile to interact with ICS equipment %
o Use mobile to access company resources/services in back-end &
o Access resources on the internet &

* Security requirements
o Only traffic from specified ICS apps can reach the ICS network
o Only authorized employees can access ICS network (via WiFi)

» Malicious employees
« External attacker

KU LEUVEN

» Malicious employees
« External attacker
» Malicious apps




Evaluation

* Malicious employees
o Can access ICS equipment via app

o Cannot copy configuration/credentials
o User authentication and logging at VPN gateway (accountability)

o Only specified apps can connect over VPN
» Restrict functionality of app via Managed Profile
* Requires application awareness
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Evaluation

e External attacker

o Access control to device
e Secure passcode

« Device encryption
* Disable adb

o Upon theft/loss
 Remote wipe
» Block credentials
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Evaluation

* Malicious apps

o Isolation between work and personal profile (cannoi_accesis work profile VPN)

o Work profile
« Only traffic from specified apps in work profile is sent over VPN
« MDM manages apps that can be installed in work profile
* App sandboxing

o Traffic analysis shows only allowed traffic in ICS network
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Evaluation 1
* External attacker ‘-‘
o Secure WIFI network (can be company wide)
o Credential based access control of employees to ICS VPN gateway

* Malicious employee
o Can access WiFi network
o Has no direct access to credentials
o Only allowed employees can access ICS network from managed app

W e [



Evaluation
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o Keep software updated!

o Reactive measures
 Remote wipe
* Block credentials
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Evaluation

* From demo setup to
deployment in practice
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. BULLETPROOF
Evaluation SSLAND TLS

e

* From demo setup to deployment in practice
o Android 5(+) devices — approved devices

o Mobile device management

lvan Ristié : FEISty
« Management model s [

 MDM provider which supports the required features (mainly Managed Profile)
* Most apps still need to implement Managed Profile APl (only small modifications required)

o Logging
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. BULLETPROOF
Evaluation SSLANDTLS

e

* From demo setup to deployment in practice
o Set-up PKI infrastructure

o Industry-grade VPN gateway
« pfSense deployment
« Compatibility with ICS VPN router

o Secure WiFi (XEAP)

o User management
« Employees

« External service engineers m



Evaluation

* From demo setup to deployment in practice

@ Simplified setup (without Managed Profile)
* Only allow VPN and ICS-approved apps to be installed in work profile

« Manual configuration of VPN app

& Employees can access credentials to access VPN

 Malicious
 Careless

@ Limits flexibility in work profile
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Conclusion

* Managed Profile provides interesting opportunities to tailor apps for specific
corporate needs... but requires application awareness

* Google Apps for Work is not up to date with latest MDM capabilities of Android
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