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Overview

* Basic Configuration

* Standard mode Firewall

* Advanced Firewall

* Password Management

* Advanced Password Management
* VPN with PreShared Key

* VPN with Certificates

* Gateway-to-Gateway VPN

* VPN with User Authentication
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Technology Overview

e User Authentication
o On-device
o Connection with RADIUS server

e VPN
o IPsec end-to-end
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Necessary Software

* Siemens Security Configuration Tool
 Siemens SOFTNET Security Client
* Siemens Automation License Manager

* (Optional) Siemens Primary Setup Tool
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Basic Configuration

In this example we set the IP addresses of all 3 interfaces on

the Scalance 623
This will demonstrate configuration steps that will be reused
In every following example
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Basic Configuration

[ 1. Setting up the network ]
[ 2. Making IP settings for the PC J
[ 3. Creating a project and security module J

[ 4. Downloading the configuration to the security module ]

B v




Basic Configuration

[ 1. Setting up the network ]

* Connecting the external interface of the Scalance to the
PC

e Scalance interfaces

o External network
Red marking = unprotected network area

o Internal network
Green marking = network protected by Scalance

o DMZ port
Yellow marking = unprotected or protected network

B v



asic Configuration

2. Making IP settings for the PC

= ®
PC

Subnet mask
255.255.255.0

“Start” > “Control Panel”

IP address
192.168.10.2

* Open Control Panel

Control Panel

* Open “Network and Sharing Center”

Adjust your computer's settings

W~ Action Center
ﬂ Color Management

a Default Programs

B Dell Touchpad

= Display

la Fonts

42 Indexing Options

@ Internet Options

@ Mail (Microsoft Outlook 2013) (32-bit)
= Notification Area Icons

B personalization

o~ Recovery

;'"? Sound

'J_ Taskbar and Start Menu

EH Windows CardSpace

a Windows Update

{3 Administrative Tools
w Communication Settings
& Dell Audio

Eﬁ Desktop Gadgets

@ Ease of Access Center

[2] Free Fall Data Protection
d Intel(R) HD Graphics

| £ Java

B nviDIA Control Panel
&3 Phone and Modem
9 Region and Language
] Speech Recognition
[ Troubleshooting

83 Windows Defender

Memory Card Parameter Assignmen ...

(i AutoPlay

@ Credential Manager

Dell Command | Power Manager
,ﬂ Device Manager

Flash Player (32-bit)

:ﬂ Getting Started

@ Intel® PROSet/Wireless Tools
< Keyboard

F Mouse

@, Parental Controls

‘% Power Options

’Qb RemoteApp and Desktop Connections
@ Sync Center

8, User Accounts

‘ Windows Firewall

View by:  Small icons ~

}y Backup and Restore

i Date and Time

Dell Command | Update

=g Devices and Printers

J7 Folder Options

& HomeGroup

@ Intel® Rapid Storage Technology

‘rf', Location and Othsr Sensors

I"' Network and Sharing Center I
Performance Information and Tools

ﬁf Programs and Features

Eild Set PG/PC Interface (32-bit)
& System

£, Windows Anytime Upgrade
iﬂ Windows Mobility Center



Basic Configuration

[ 2. Making IP settings for the PC ]
IP address
PC 192.168.10.2 255.255.255.0

* Select “Change adapter settings”  Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

* Open the Local Area Connection Properties
Doubleclick “Local Area Connection”, then click
i I ” = | Local Area Connection
Propertles &gl Network cable unplugged ‘

x [.;#5'21' Intel(R) Ethernet Connection I218-...

B v




Basic Configuration

2. Making IP settings for the PC

PC IP address Subnet mask
PC 192.168.10.2 255.255.255.0

- 14 . 7
* Click the Properties button
1 - 9y [H] Local Area Connection Properties u
* Select “Use the followi ng IP” |
Connect using:
° ‘ ¥ Intel(R) Ethernet Connection 1213-LM |
E n te r t e Va u e S ro I I l t e E Internet Protocol Version 4 (TCP/IPv4) Properties m
Cor
- This connection uses the following items: General
table in the relevant boxes | ammmmmeees | o
ou can get IP settings assigned automatically if your netwar
=i SIMATIC Industrial Ethemet (IS0) suppaorts this capability. Otherwise, you need to ask your network
=4« PROFINET |0 RT-Protocol V2.0 administrator for the appropriate IP settings.
wiu Internet Protocal Version 6 (TCP/IPvE)
[ ]

C | I l e ” B Protocol Vorsion  1CP/Pv4) | ! -
O S e t e I a O g S Wlt 2mel 1 C ) Obtain an IP address automatically

«&. Link-Layer Topology Discovery Mapper |/O Driver
=& Link-Layer Topology Discovery Responder

and close Control Panel e [ e ]| e

Use the following IP address:

Uninstall Prop Subnet mask: 255 .255.255. 0

Description Default gateway:

i
Transmission Control Protocol/Internet Protocol. The defz .\
area network protocol that provides communication acros -
diverse interconnected networks () Obtain DNS server address automatically

(@) Use the following DNS server addresses

— Preferred DNS server:
|

Alternate DNS server:

Validate settings upon exit




Basic Configuration

[ 3. Creating a project and security module ]

* Start the Security Configuration Tool
* Select the “Project” > “New...” menu command

° Create a new user FE}? New administrator
This user is assigned || username |
the “administrator” Password: [ Veryweak
I’Ol e Repeat password:
0K Cancel | | Help |

e Confirm with “OK”
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Basic Configuration

[ 3. Creating a project and security module ]

* |n the "Product type”, “Module” and “Firmware release”
areas, select the following options

o Product type: Scalance S [Femsmemer o
o Module: S623

187x/MD!
-y x|l Modue
o Firmware release: V4 s b
. ) s612 (7)) S627-2M
(©) 8613
Firmware release
@v3
Configuration
Name of the mod




Basic Configuration

[ 3. Creating a project and security module ]

* |n the “Configuration” area, enter the MAC address
The MAC address is printed on the front of the
SCALANCE (T rr—

Product type
COALAN (@) SCALANCE S
SIEMENS
__ SOFTNET configuration
() (SOFTNET Security Client. SCALA 1
NCP VPN client. VPN device)
MMMMM
=) S60: )) 5623
1 8627-2

Firmware release

Configuration
Name of the mod Modulel
addres: 00-16-18-BB-93-DE
address (ext.): 192.168.10.1 Subnetmask (ext): 2552552560
iz
address (int.); 92.168.9.1 Subnet mask (int ). 255.255.255.




Basic Configuration

[ 3. Creating a project and security module ]

* |n the “Configuration” area, enter the external IP address
(192.168.10.1) and the external subnet mask

(255.255.255.0) (ot r——
* From the drop-down list, L
select the “Routing Mode” == B
* Enter the internal IP address | ™
(192.168.9.1) and the internal | °
subnet mask (255.255.255.0) | wo
* Confirm with “OK”" T sty
SU———




Basic Configuration

[ 3. Creating a project and security module ]

* Select the security module created and select the “Edit” >
“Properties” menu command, “Interfaces” tab

* Select the "Activate Interface” check e
box in the “DMZ port (X3)” area p———— ,,

* Enter the IP address (192.168.8.1)  pedtess 19216881
and the subnet mask (255.255.255.0) Sveretmesk 2552552550
for the DMZ interface MAC address: 001515559960

e Confirm with “OK”

Comment:

B v



Basic Configuration

[ 4. Downloading the configuration to the security module ]
* Select the “Project” > “Save” menu command

* Select the security module in the content area
* Select the “Transfer” > “To module(s)...” menu command

-
5? Download configuration data to security module M
Module name: | Modulel
Address: 192.168.10.1
MAC address: |00—'I B-1B-BB-99-DE

Log on as current user

Transfer type
(@) Modified files only () All files

[ Start ]| Cancel |[ Details »> H Close H Help ]

e Start the download with the “Start” button

B v



Basic Configuration

[ 4. Downloading the configuration to the security module ]

* |f the download was completed successfully, the Scalance
IS restarted automatically and the configuration activated

* The Scalance is now In productive operation
* Configurations can be download via all interfaces

* The configured IP addresses can be modified

B v



Standard mode Firewall

PC1

External network

In this example, the firewall will be configured to allow IP
traffic to only be initiated by the internal network

B v



Standard mode Firewall

1. Setting up the network

\ 4

2. Making IP settings for the PCs

\ 4

[ 3. Creating a project and security module ]

v
4. Configuring the firewall

v

: 5. Downloading the configuration to the security module

\ 4

[ 6. Testing the firewall function (ping test/logging) ]

B v




Standard mode Firewall

[ 1. Setting up the network J

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

* Connect the PC with the Security Configuration Tool (PC1)
to the external network interface

e Connect PC2 to the internal network interface

B v



Standard mode Firewall

[ 2. Making IP settings for the PCs ]
P address
PC1 192.168.10.2 255.255.255.0
PC2 192.168.10.3 255.255.255.0

e Set the IP addresses of the PCs as in the table above

B v



Standard mode Firewall

[ 3. Creating a project and security module J

C re ate a n eW p rOj e Ct r&? Selection of a module or software configuration

Product type
(@) SCALANCE §

__ SOFTNET configuration
() (SOFTNET Security Client. SCALANCE MB87x/MD74x.
NCP VPN client. VPN device)

* In the “"Configuration” area | ...

() S602 @ S623

enter the MAC address e

Firmware release
@ V4
©v3

 Enter the external IP -
address (192.168.10.1) R

MAC address: 00-1B-1B-BB-93-DE

and the external subnet o) T S w0

Interface routing external/internal: [Blidge mode - I

mask (255.255.255.0) T

e Confirm with “OK” w




Standard mode Firewall

[ 4. Configuring the firewall ]

* Select the security module in the content area
* Select the “Edit” > “Properties...” menu command
* Select the “Firewall” tab in the dlsplayed dlalog

S?M dule properties - Modulel
* Activate the settings shown in == = o s . e
the picture
Result: IP traffic is only initiated | = s s i
from the internal network e O "
* Logging is selected to record s .
data traffic o :
» Close with OK e
* Save the project - -




Standard mode Firewall

[ 5. Downloading the configuration to the security module J

* Transfer the configuration to the security module




[ 6. Testing the firewall function (ping test/logging) ]

* Open the command prompt on PC2 “Start” >
"All programs” >"Accessories” > "Command Prompt”

* Enter the ping command from PC2 to PC1
“ping 192.168.10.2"

EN C\Windows\system32\cmd.exe = | = 2L
C:\>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=3ms TTL=64
Reply from 192.168.10.2: bytes=32 time=4ms TTL=64
Reply from 192.168.10.2: bytes=32 time=3ms TTL=64
Reply from 192.168.10.2: bytes=32 timez4ms TTL=64

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 8 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = Y4ms, Average = 3ms

C:\>

* All packets reach PC1

B oL




[ 6. Testing the firewall function (ping test/logging) ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC2
“ping 192.168.10.3"

BN C:\Windows\system32\cmd.exe s
C:\>ping 192.168.10.3

Pinging 192.168.10.3 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.10.3:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\>

* All packets are blocked at Scalance




Standard mode Firewall

[ 6. Testing the firewall function (ping test/logging) ]

* Inthe SCT change to online mode by selecting the menu

option “View” > “Online” View | Oions _Help —
Vancea mode tri+

Show Details window ~ Ctrl+Alt+D

N - @y g . -y © Offline Ctrl+Shift+D

* Select “Edit” > “View Diagnostics © Online Cirl+D
Update F5

* Select the “Packet filter log” tab

B v



Standard mode Firewall

6. Testing the firewall function (ping test/logging)
* Click the “Start reading” button

7 Online view [Modulel] ‘Ml
Status | Date and time of dav | Interface setinas | Dynamic DNS | Svstem loa | Auditioa| Packetfiterlog | ARP teble | Loaaed in users | Communications status [ 1 * | *

No. Date Time of...  Source Destination Protocol Interface  Action  Directi.. Additional information
D461 B26/2015  14406PM 192168102 192.168.103 icmp Ext Dropp... In ICMP: Type = 8. Code = 0, Reason: Match,
- 11 ” SB1462 8262015 144711PM 192166.102 192168103 ICMP Ext Dropp... In ICMP: Type =8, Code = 0, Reason: Malch,
[ ] AC n OW e e W It 21463 §26/2015  14416PM 192168102 192.168.103 IcmMe Ext Dropp... In ICMP: Type = 8. Code = 0, Reason: Match,
21464 §26/2015  14421PM 192168102 192.168.103 IcMP Bxt Dropp... In ICMP: Type = 8. Code = 0, Reason: Match,

* Log entries are read
and displayed here

1l | b

Buffersettings: | Ring buffer Open | l Stap reading ] [ Stop logging I
Operation executing. Close Help |




Advanced Firewall

‘Security module
SCALANCE S

In this example, the flrewall IS configured to allow IP traffic
from PC2 to PC1. The packets are forwarded to the outside
with an IP address translated to the IP address of the security
module and a dynamically assigned port number. Only replies

to these packets can enter the internal network w



Advanced Firewall

1. Setting up the network

\ 4

2. Making IP settings for the PCs

\ 4

[ 3. Creating a project and security module ]

v
4. Configuring the firewall

: 5. Downloading the configuration to the security module

[ 6. Testing the firewall function (ping test/logging) ]

B v




Advanced Firewall

[ 1. Setting up the network ]

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

* Connect the PC with the Security Configuration Tool (PC1)
to the external network interface

e Connect PC2 to the internal network interface

B v



Advanced Firewall

[ 2. Making IP settings for the PCs ]
_ P address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.9.2 255.255.255.0 192.168.9.1

e Set the IP addresses of the PCs as in the table above

B v



Advanced Firewall

[ 3. Creating a project and security module

* Create a new project

* |n the “Configuration” area
enter the MAC address

 Enter the external IP
address (192.168.10.1)
and the external subnet
mask (255.255.255.0)

* Select the “Routing mode”
* Enter the internal IP

address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK”

B e

Subnet mask (ext): 2552552550

v]

r
5? Selection of a module or software configuration
Product type
(@) SCALANCE S
____________________
) (SOFTNET Security Client. SCALANCE M37x/MD74x,
NCP VPN client, VPN device)
Module
(©) 8602
) 8612
(@ 5613
irmwa lease
Q) V4
V3
Configuration
Narme of the mod
address: 00- B-99-D
IP address (ext.): 192.168.10.1
Interface muting externalfinternal- | Routing mode
IP address (int.): 192.1689.1

Subnet mask (int.): 2552552550




Advanced Firewall

[ 4. Configuring the firewall ]

* Change the configuration view to advance mode with the
menu command “View” > “Advanced Mode”

View | Options Help

Advanced mode Ctrl+E
Show Details window ~ Ctrl+Alt+D
@ Offline Ctrl+Shift+D
@) Online Ctrl+D

e Select the module In the content area

* Select the “Edit” > “Properties...” menu command

* Go to the "NAT/NAPT" tab

B v



Advanced Firewall

[ 4. Configuring the firewall ]

* Select the “Activate NAT” checkbox

* Click the “Add” button in the “NAT” input area

* Configure the NAT rule with the following parameters
. Erom: “Internal’ s ——
o To: “External’
o Source IP address:
o Source translation: “192.168.10.1

e Confirm with “Apply”

B v
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Advanced Firewall

[ 4. Configuring the firewall ]

e Select the “Firewall” tab

* Expand the firewall rule created by SCT with the following
o Destination IP address: 192.168.10.2

* Select the “Logging” check box
[ @ Module properties - Modulel - - - ‘

| Interfaces | Firewall | Intemet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Ser

IP rules [1] | MAC rules (inactive) [0] | Default rules for IP sewices|
Action From To Source IP addre... Destination IPa... Servi... Bandwidth (M_... Loggi... No.
Allow  Internal External 192168102 (all) 3/ NAT 1

e Confirm with “OK”

] v




Advanced Firewall

[ 5. Downloading the configuration to the security module J

* Transfer the configuration to the security module




[ 6. Testing the firewall function (ping test/logging) ]

* Open the command prompt on PC2

* Enter the ping command from PC2 to PC1
“ping 192.168.10.2"

B C\Windows\system32\cmd.exe | = | [=] ‘&I
C:\>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time<ims TTL=128
Reply from 192.168.10.2: bytes=32 time<ims TTL=128
Reply from 192.168.10.2: bytes=32 time<ims TTL=128
Reply from 192.168.10.2: bytes=32 time<ims TTL=128

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\>

* All packets reach PC1




Advanced Firewall

[ 6. Testing the firewall function (ping test/logging) ]

* Change to online mode in the SCT with the “View” >
“Online” menu command

e Select the module in the content area and the menu
command “Edit” > “Online diagnostics”

* Go to the “Packet filter log” tab

B v



Advanced Firewall

6. Testing the firewall function (ping test/logging)

* Click “Start reading...”
* Confirm the dialog with “OK”

7 Online view [Modulel] =[5 s

Status | Date and time of dav | Interface seftings | Dvnamic DNS | Svstem loa | Auditloa | Packetfiterlog | ARP table | Loaaed in users [ Communications status | IP blacklist
No Date Time of Source Destination Frotocol Interface  Action  Directi.. Additional information
388 8/28/2015 9:25:34 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
3289 8/28/2015 9:25:35 AM 19216892 2240022 IGMP Int Passed In ProtID = (x2
3290 8/28/2015 9:25:35 AM 192.168.9.2 2240022 IGMP Int Passed In ProtID = (x2
3291 8/28/2015 92536 AM  192.163.9.2 2240022 IGMP Int Passed In ProtID = 0x2
3292 8/28/2015 9:25:45 AM  192.163.9.2 2240022 IGMP Int Passed In ProtID = 0x2
393 8/28/2015 9:25:45 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
34 8/28/2015 9:25:45 AM  192.165.9.2 2240022 IGMP Int Passed In ProtID = 0x2
3295 8/28/2015 9:25:45 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
3296 8/28/2015 9:25:45 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
397 8/28/2015 9:25:47 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
3293 8/28/2015 9:25:47 AM 19216892 2240022 IGMP Int Passed In ProtID = 0x2
3299 8(28/2015 9:25:47 AM  192.163.9.2 2240022 IGMP Int Passed In ProtID = (x2
25100 8/28/2015 9:25:49 AM  192.168.9.2 192.168.10.2 ICMP Ext Passed OQut ICMP: Type = 8. Code = 0. Reason: Match, Rule num
42101 8/28/2015 9:25:49 AM  192.168.10.2 19216892 ICMP Ext Passed In ICMP: Type = 0. Code = 0. Reason: Match. Rule num
43102 8/28/2015 9:25:50 AM  192.168.10.1 192.168.10.2 ICMP Ext Passed OQut ICMP: Type = 8. Code = 0. Reason: Match. Rule num
43103 §/28/2015 9:25:60 AM  192.168.10.2 19216892 ICMP Ext Passed In ICMP: Type =0, Code =0, Reason: Match, Rule num
9104 §/28/2015 9:25:61 AM  192.168.10.1 192.168.10.2 ICMP Ext Passed OQut ICMP: Type =8, Code =0, Reason: Match, Rule num
42105 B8/28/2015 92551 AM 192168102 19216892 ICMP Ext Passed In ICMP: Type =0, Code = 0, Reason: Match, Rule num
42106 B8/28/2015 9:25:62 AM  192.168.10.1 192168102 ICMP Ext Passed Out ICMP: Type = 8. Code = 0, Reason: Match, Rule num
32107 8/28/2015 92552 AM 192168102 192.16892 ICMP Ext Passed In ICMP: Type =0, Code = 0, Reason: Match, Rule num
< I \ b
Buffersettings: | Ring buffer Open ‘ [ Starting reading. .. ] i Stap logging ]
Ready Close Help .

e



User Management

PC1

External network

In this example, only a specific user is allowed to access PC2
In the internal network from PC1 in the external network. For
other users, access is blocked

B v



User Management

[ 1. Setting up the network ]

[ 2. Making IP settings for the PCs ]

[ 3. Creating a project and security module ]
¥

4. Creating remote access Users

v
5. Setting and assigning a user-specific IP rule set

¥
6. Downloading the configuration to the security module |

v
7. Logging in on the Web page

_ 8. Testing the firewall function (ping test) m




User Management

[ 1. Setting up the network ]

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

* Connect the PC with the Security Configuration Tool (PC1)
to the external network interface

e Connect PC2 to the internal network interface

B v



User Management

[ 2. Making IP settings for the PCs ]
_ P address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.9.2 255.255.255.0 192.168.9.1

e Set the IP addresses of the PCs as in the table above

B v



User Management

[ 3. Creating a project and security module

* Create a new project

* |n the “Configuration” area
enter the MAC address

 Enter the external IP
address (192.168.10.1)
and the external subnet
mask (255.255.255.0)

* Select the “Routing mode”
* Enter the internal IP

address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK” w

r
5? Selection of a module or software co

nfiguration

Product type
(@) SCALANCE S

____________________

IP address (ext) 192.168.10.1

CALANCE M37x/MD74x,

Subnet mask (ext): 2552552550

Interface routing externalfinternal:

Routing mode

v]

IP address (int.): 192.1689.1

Subnet mask (int.): 2552552550




User Management

[ 4. Creating remote access users J

Select the “Options” > “User management...” menu
command

e (Click the “Add...” button in the “User” tab

r&? Create new user — - - u1
* Create a new user with the g 2
settings in the figure ot s
Mesimmtime e sesir o ] e
* Confirm with “OK” — ——

[ oK |[ Cancel || Help




User Management

[ 5. Setting and assigning a user-specific IP rule set J

* Change the configuration to advanced mode via “View” >
“Advanced Mode”

Offline view
. EI@ Glab_alﬁrewall rule sets
» Select the “User-specific IP rule sets”| = revimatueses
object in the navigation panel E—J--%’mﬂm—iﬂe]—\md rule set.
----- % PN groug Copy
----- Redundan Paste
* Select the "Add rule set...” entry in —
the shortcut menu Properties..

B v



User Management

[ 5. Setting and assigning a user-specific IP rule set ]

= |5

57 Firewall user-specific IP rule se

 Enter a rule in the dialog as shown below

ST =

* From the “Available users and roles” list, select the
“Remote (user)” entry and click the “Assign” button

e Confirm with “OK”

B v




User Management

[ 5. Setting and assigning a user-specific IP rule set J

* Select the security module in the navigation panel and
drag it to the newly created user-specific IP rule set

* The assignment can be checked by opening the module
properties and selecting the “Firewall” tab

B v



User Management

5. Setting and assigning a user-specific IP rule set
"7 Module properties - Modulel -—a o R ESET =)

Imeriaces| Firewall ‘Intelnet connecnonl DNS | Rmmngl NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP | RADIUS

1P rules [1] |MAC rules (inactive) [0] | Default rules for IPsenﬂcesl

Action From To Source IP addre... Destination IPa... Servi... Bandwidth (M... Loggi.. No. Comment
User-spec. IP rule setl (Assigned users: Remote; assigned roles:)

Add rule H Delete rule ‘ b 2 ¥ I IP services ... H Expand rule sets H Callapse rule sets

| Addrule sets ... ‘

oo [




User Management

[ 5. Setting and assigning a user-specific IP rule set ]

* “Expand rule set” shows the user-specific rule in detail

@ Maodule properties - Modulel e — E‘E‘g

Interfaces | Firewall | Internet n| DNS | Routing | NAT/NAPT [ Time. i | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP | RADIUS.

IP rules [1] | MAC rules (inaciive) [0] | Default rules for IP services |




User Management

[ 6. Downloading the configuration to the security module J

* Transfer the configuration to the security module




User Management

[ 7. Logging in on the Web page ]

 |Inthe Web browser of PC1, enter the address
“https://192.168.10.1"

SCALANCE s

Welcome to the SCALANCE S user-specific firewall

Please log on:




User Management

[ 7. Logging in on the Web page ]

* |f the web page does not show the login fields, try
changing the language in the upper right corner




User Management

[ 7. Logging in on the Web page ]

* Enter the user name “Remote” and corresponding
password and click the “Log in” button

SCALANCE S

Welcome to the SCALANCE S user-specific firewall

Please log on:




User Management

[ 7. Logging in on the Web page ]
e The defined IP rule set is enabled for the “Remote” user.

SCALANCE S

Welcome, Remote

You have logged in successfully from address 192.168.10.2

session expires in 29 Minutes 49 Seconds

Yo




[ 8. Testing the firewall function (ping test) ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC2
“ping 192.168.9.2”

B C\Windows\system32\cmd.exe | = |[=] |&I

C:\>ping 192.168.9.2

Pinging 192.168.9.2 with 32 bytes of data:

Reply from 192.168.9.2: bytes=32 time=2ms TTL=63
Reply from 192.168.9.2: bytes=32 time=1ms TTL=863
Reply from 192.168.9.2: bytes=32 time=2ms TTL=63
Reply from 192.168.9.2: bytes=32 time=2ms TTL=863

m

Ping statistics for 192.168.9.2:

Packets: Sent = 4, Received = Y4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:%>

e All ptackets reach PC2




Advanced User Management

g i : g

Internal network External network

DMZ network

Eadius server

In this example, a RADIUS server Is set up to manage user
accounts. Only users that can authenticate to the RADIUS
server can access the internal network from the external

network

B v




Advanced User Management

1. Setting up the network ]

¥
2. Making IP settings for the PCs

\ 4

3. Creating a project and security module
4. Setting up the‘: RADIUS server
{ 5. Configurirjrg the firewall ]
6. Linking the RADIUS sgrver and security module

4
7. Downloading the configuration to the security module |

\ 4

8. Logging in on the Web page

\ 4

9. Testing the firewall function (ping test)




Advanced User Management

[ 1. Setting up the network J

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

* Connect the PC with the Security Configuration Tool (PC1)
to the external network interface

e Connect PC2 to the internal network interface

e Connect the Linux PC that will be used as RADIUS server
to the DMZ interface

B v



Advanced User Management

[ 2. Making IP settings for the PCs ]
_ IP address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.9.2 255.255.255.0 192.168.9.1
RADIUS 192.168.8.2 255.255.255.0 192.168.8.1

e Set the IP addresses of the PCs as in the table above

* The IP address of the Linux PC is preset to the correct
value

B v



Advanced User Management

[ 3. Creating a project and security module
Y Cre ate a n ew project r&?::::o::amoduleorsoftwarecunﬂguratlon
* In the “Configuration” area | -z, com s
enter the MAC address -

 Enter the external IP -
address (192.168.10.1) =
and the external subnet
mask (255.255.255.0) o SR

IP address (ext) 192.168.10.1 Subnet mask (ext): 2552552550

* Select the "Routing mode” | i e

e Enter the internal IP PSS e
address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK”

B e




Advanced User Management

[ 3. Creating a project and security module J

* Select the security module created and select the “Edit” >
“Properties” menu command, “Interfaces” tab

* Select the "Activate Interface” check e
box in the “DMZ port (X3)” area p———— ,,

* Enter the IP address (192.168.8.1)  pedtess 19216881
and the subnet mask (255.255.255.0) Sveretmesk 2552552550
for the DMZ interface MAC address: 001515559960

e Confirm with “OK”

Comment:

B v



Advanced User Management

[ 4. Setting up the RADIUS server ]

* On the Linux PC open the Web browser and go to
“http://freeradius.org/download.html”

e Download version 3.0.9 of the RADIUS server
Downloads

3.0.x Series - Stable

Version 3.0.9: tar.gz PGP Signature)
Version 3.0.9: tar.bz2 (PGP Signature)

* Open the Terminal
Open the Dash and type “terminal”

@ <|® terminal
i Applications

KU LEUVEN



Advanced User Management

[ 4. Setting up the RADIUS server ]
* Go to the “Downloads™ map (“cd Downloads™)

vincent@vincent-vVirtualBox:~$ cd Downloads

vincent@vincent-virtualBox:~/Downloads5

* Unpack the RADIUS server (“tar zxvf freeradius-server-
3.0.9.tar.gz")

* Enter the newly made map (“cd freeradius-server-3.0.9%)

B v



Advanced User Management

[ 4. Setting up the RADIUS server ]

* [Install the server with the following commands
“./configure”
“make”
“sudo make install”

vincent@vincent-VirtualBox:~/Downloads/freeradius-server-3.0.95 sudo make instal
1

[sudo] password for vincent:

The password is TBD

B v



Advanced User Management

[ 4. Setting up the RADIUS server ]

* The next step is to configure the clients of the server
* Open the file explorer with “gksudo nautilus”

Enter the sudo password in the L immsratvetaks
fo | I OWi n g p ro m pt ;Esra;)y;;lti:'a‘::.ion ‘nautilus’ lets you modify essential parts of
Password: ]
* Using Nautilus browse to “Computer” SRR
| Cancel || OK
> “usr” > “local” > “etc” > “raddb”
G, @ @ @ @ »®T T =0
e e ul wull = ul ‘
B connect to Server media mnt opt
S - - @
fffff B 2



Advanced User Management

[ 4. Setting up the RADIUS server ]
* Open “clients.conf” and add a new client as in the image
#scalance client for demo
client Scalance {
ipaddr = 192.168.8.1
secret = SiemensSecret
k
e Save and close the window

* Open “users” and add the following users

radius Cleartext-Password := "password"

radius2 Cleartext-Password := "password2"

e Save and close the window

B v



[ 4. Setting up the RADIUS server ]

With the server installed and configured, run “sudo radiusd
—X" to start the server in debug mode

Once you have verified libssl has been correctly patched, set security.allow_vul
nerable_openssl = 'CVE-2014-0160'

If this error shows up, check the OpenSSL version with
“‘openssl version —a”

This command should show the following date:

‘built on: Thu Jun 11’

vincent@vincent-vVirtualBox:~$ openssl version -a
OpenSSL 1.0.1f 6 Jan 2014
built on: Thu Jun 11 15:28:12 UTC 2015




Advanced User Management

[ 4. Setting up the RADIUS server J

If this date is not shown update the library with the
following command

“sudo apt-get update”

“sudo apt-get upgrade”

* |f OpenSSL is correctly updated, open “radius.conf” and
change the “allow_vulnerable openssl” parameter to yes
allow_vulnerable_openssl = no —allow_uulnerable_upenssl = yes

* Save and close the window
* Try starting the server again with “sudo radiusd -X"

B v



Advanced User Management

[ 5. Configuring the firewall J

* Enter “Advanced mode” in the Security Configuration Tool

* Use the menu command “Options” > “User Management”

r@ Edit users - - — - — u
* Create a new user with the | ;77 == .
following settings i :
® Confirm With “OK” Maximum time of the session: Minutes
A:'Ij;ned role: (radius v
[ ok || cancel |[ Help |

] e



Advanced User Management

[ 5. Configuring the firewall ]

* Select the “User-specific IP rule sets” offinevien
= Global firewall rule sets

In the navigation window "2 Firewal P rue sets

[ All module Add rule set...
-5 Modul

I3

* Select the “Add rule set...” option in | Bremes

Paste

the shortcut menu Delete

Rename

Properties...

B v



Advanced User Management

[ 5. Configuring the firewall ]

* Enter a rule in the dialog as shown below

Firewall user-specific IP rule setUser-spec. IP rule setl E@u
Name: Userspec. IP rule setl
Description User-spec. IP rule setl
Description:
IPrules | NAT | NAPT
Action From To Source IP ad... Destination|... Servi.. Bandwidth (M... Loggi.. No. Commeni it
Allow  External Internal 192.168.9.2 (all) g U 1.1
Add rule l l Delete rule l ‘ b 3 ‘ ‘ ¥ ‘ I IP services

B v



Advanced User Management

[ 5. Configuring the firewall ]

* From the “Available users and roles” list, select the “radius
(user)” entry and click the “Assign” button, then select the
“radius (role)” entry and click “Assign”

Available users and roles: Assigned users and roles:

admin (User) radius (Role)
administrator (Role) radius (User)
administrator{radius) (Role)
diagnostics (Role)

remote access (Role) | Assign |
standard (Role)

| Remove |

e Confirm with “OK”

B v



Advanced User Management

[ 5. Configuring the firewall ]

* Select the security module in the navigation panel and
drag it to the newly created user-specific IP rule set

* The assignment can be checked by opening the module
properties and selecting the “Firewall” tab

B v



Advanced User Management

[ 6. Linking the RADIUS server and security module J

* Select the menu option “Options”™ > | oetions | Help

@ . . IP services...
Configuration of the RADIUS D —
server... ” Network adapter..
Language..
Log files...
. “ " . Symbolic names...
e Click the “Add...” button in the 1”

Configuration of the NTP server...

d | al Og Configuration of the RADIUS server...

) ) Consistency checks...
5? RADIUS server configuration | =|B] X |

User management
Existing RADIUS servers

Name IP address / FQDN  Port ID Commen t Certificate manager

[ ok [ cancel |[ Help |

. ] | emove | Properties




Advanced User Management

[ 6. Linking the RADIUS server and security module J

* Define the server with the following values
o IP address/FQDN: 192.186.8.2
o Shared secret: SiemensSecret
o Repeat shared secret: SiemensSecret

.
(5] Definition of a RADIUS server ==l

Name: RADIUS server

* Confirm with "OK" || Femre e

Paort: 1812

Sharedsecret: oseseseee

Repeat shared secret.  ssssssns

Authentication method:  paP

Comment:

| ok H Cancel H Help ] w




Advanced User Management

[ 6. Linking the RADIUS server and security module J

* Open the SCALANCE S module properties and go to the
“RADIUS” tab

@ Module properties - Modulel — =] g}

= =

| es|F | Intemnet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP | RADIUS
Enable RADIUS authentication ‘

e Check the “Enable RADIUS authentication” box

* Click the “Add” button
This adds the newly configured RADIUS server

RADIUS server

No. Name IP address Commen t
1 RADIUS server 192.168.82

B v



Advanced User Management

[ 6. Linking the RADIUS server and security module ]

* |nthe "RADIUS setting” area, check the “Allow RADIUS
authentication of non-configured users” box

RADIUS settings

RADIUS timeout: 1

Seconds

RADIUS retries: 5

Allow RADIUS authentication of non-configured users

Filter 1D is required for authentication

e Confirm with “OK”

B v



Advanced User Management

[ 7. Downloading the configuration to the security module J

* Transfer the configuration to the SCALANCE S module




Advanced User Management

[ 8. Logging in on the Web page ]

 |Inthe Web browser of PC1, enter the address
“https://192.168.10.1"

SCALANCE s

Welcome to the SCALANCE S user-specific firewall

Please log on:




Advanced User Management

[ 8. Logging in on the Web page ]

* |f the web page does not show the login fields, try
changing the language in the upper right corner




Advanced User Management

[ 8. Logging in on the Web page ]

* Enter the user name “radius” and corresponding password
and click the “Log in” button

SCALANCE S

Welcome to the SCALANCE S user-specific firewall

Password eeeesese




Advanced User Management

[ 8. Logging in on the Web page ]
e The defined IP rule set is enabled for the “radius” user.

SCALANCE S

Welcome, radius

You have logged in successfully from address 192.168.10.2

session expires in 30 Minutes

Y




Advanced User Management

[ 8. Logging in on the Web page ]

* Now click the “Log out” button

* Enter the user name “radius2” and corresponding
password and click the “Log in” button




Advanced User Management

[ 8. Logging in on the Web page ]

* The defined IP rule set for the “radius” role is enabled
=» Users that are not defined on the module can log in

Welcome, radius2
You have logged in successfully from address 192.168.10.2

ur session expires in 30 Minutes

Y




[ 9. Testing the firewall function (ping test) ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC2
“ping 192.168.9.2”

B C\Windows\system32\cmd.exe | = |[=] |&I

C:\>ping 192.168.9.2

Pinging 192.168.9.2 with 32 bytes of data:

Reply from 192.168.9.2: bytes=32 time=2ms TTL=63
Reply from 192.168.9.2: bytes=32 time=1ms TTL=863
Reply from 192.168.9.2: bytes=32 time=2ms TTL=63
Reply from 192.168.9.2: bytes=32 time=2ms TTL=863

m

Ping statistics for 192.168.9.2:

Packets: Sent = 4, Received = Y4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

C:%>

e All ptackets reach PC2




VPN with Preshared Key

In this example, a VPN tunnel is configured between a
security module and the SOFTNET Security Client

With this configuration, IP traffic is possible only over the
established VPN tunnel connection between the two

authorized partners w



VPN with Preshared Key

[ 1. Setting up the network ]

[ 2. Making IP settings for the PCs ]

[ 3. Creating a project and security module ]
'

[ 4. Configuring a VPN group ]

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

b
[ 6. Setting up a tunnel with the SOFTNET Security Client ]

v

[ 7. Test the tunnel function




VPN with Preshared Key

[ 1. Setting up the network ]

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

e Connect the switch to the external network interface

* Connect the PC with the Security Configuration Tool (PC1)
and the PC with the SOFTNET Security Client (PC2) to the
switch

e Connect PC3 to the internal network interface

B v



VPN with Preshared Key

[ 2. Making IP settings for the PCs ]
_ P address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.10.3 255.255.255.0 192.168.10.1
PC3 192.168.9.2 255.255.255.0 192.168.9.1

e Set the IP addresses of the PCs as in the table above

B v



VPN with Preshared Key

[ 3. Creating a project and security module
Y Cre ate a n ew project r&?::::o::amoduleorsoftwarecunﬂguratlon
* In the “Configuration” area | -z, com s
enter the MAC address -

 Enter the external IP -
address (192.168.10.1) =
and the external subnet
mask (255.255.255.0) o SR

IP address (ext) 192.168.10.1 Subnet mask (ext): 2552552550

* Select the "Routing mode” | i e

e Enter the internal IP PSS e
address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK” w




VPN with Preshared Key

[ 3. Creating a project and security module ]

e Use the “Insert” > “Module” menu command with the
following parameters

o Product type: SOFTNET configuration
o Module: SOFTNET Security Client

6? Selection of a module or software configuration

o FiIrmware release: V4

(T) SCALANCE S

_ SOFTNET configuration
(©) (SOFTNET Security Client, SCALANCE M87x/MD74x.
NCP VPN client, VPN device)

(©) VPN device

e Confirm with “OK”

Fi re
© 2005

Configuration

IP address (ext.): 192.168.102 | Subnetmask (ext): [255.255.255.0

'\ Subnet mask (int.): \




VPN with Preshared Key

[ 4. Configuring a VPN group ]

Offline view

=) anfJ.ﬂ.nm dules
- & Module1

* Select “WPN groups” in the navigation

“ ” % :1InsertVPN group
* Select the “Insert” > "Group” menu command |

Paste

Delete
Rename

* |n the navigation panel, click the “All modules”
entry

Properties...

* Drag the Scalance S Module to the VPN group “Group1” in
the navigation panel
The module is now assigned to the VPN group

The color of the key symbol changes to blue w



VPN with Preshared Key

[ 4. Configuring a VPN group ]
* Drag the SOFTNET Security Client module to the VPN

B v

group “Group1” in the navigation

panel

The module is now assigned to the VPN group
The color of the key symbol changes to blue

Offline view

EI Uﬁl AII modules
L Module1
P '? Module2
EI @ VPN groups

------ A% Group1
------ @ Redundancy relationships

Activate “Advanced Mode”

Offline view

Uﬁl AII modules
----- Modulel
----- ? Module2
EI @ VPN groups

: - GroupT
o Dﬁ Redundancy relationships



VPN with Preshared Key

[ 4. Configuring a VPN group ]

* Select the VPN group “Group1” in the Navigation windows
and select the menu command “Edit” > “Properties”

* Select the “Preshared key” option in the “Authentication
method” area

5? VPN group properties - Groupl =)=

Authentication method

() Certificate

Key: M5aZ6dImU0z5B4.9 Name: |PEA46-GIAB4 |

Date issued: |9/1/2015 1:05 PM |

e Confirm with “OK”

B v



VPN with Preshared Key

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

* Save the project
e Use the menu command “Transfer” > “TQ all modules...”

ﬁ? Download configuration data to security modules &I@g
Module name Downloading status
MMMMMMM (ss¢) 0K Loaded
MMMMMMM (SCALANCE § )  OK  Loaded
ogonas currentuser | Selectall
how only modified modules Desclectall
rrent modul |
T type
odified files les
ot | | | [ cancel [ Deta ] [ los [ [ el

e Start the download with the “Start” button w



VPN with Preshared Key

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

* Save the configuration file “projectname.Module2.dat” in
your project folder

* Confirm the popup with “OK”

B v



VPN with Preshared Key

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* Open the SOFTNET Security Client on PC2
S SOFTNET Security Client EE )

File Options Help

—Communication aptions

Load Configuration Tunnel Owverdew Enakle

hinimize | Exit Help | About

* Select “Load Configuration” and browse to where
“projectname.Module2.dat” has been saved

* Open the configuration with the “Open” button

B o



VPN with Preshared Key

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* Loading a new configuration will delete any previous
configurations

ﬁ SOFTNET Security Client - Configuration Data Already Exists u

Configuration data already exist for the SOFTNET Security Client.
Should the stared configuration data be

® deleted

= kept
and merged with the new one, whereas modules with identical IP addresses shall be

(" imponed and replaced

" natimparted

I et Cancel |

* When the dialog above pops up, select “deleted” and
confirm with “Next”

B v



VPN with Preshared Key

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* The VPN tunnel can now be opened by clicking the

“Enable” button
rﬁ SOFTNET Security Client E M

File Options Help

—Communication options
Load Configuration Tunnel Cyeryiem Enahble
inimize | Exit Help | About

B v



VPN with Preshared Key

6. Setting up a tunnel with the SOFTNET Security Client

* “Tunnel Overview” shows the status of the tunnel

E SOFTNET Security Client - Tunnel Overview [ %]
~ Tunnel List
Stat. | Name I MemberIP / Subnet| Tunnel Endpaint IP | Tunnel aver |
L ] I. "hoculel" SCALANCE 5623 192168101 152168102
d. Subnet of "Modulel" 192168 9.0/255 255 255.0 192168101 152168102

[T enable active learning Delste
-~ Logging Console

Oct. 27, 2015-09:30:48] [QuickMode] Deleted Security Association From 192 16810.2 To 192.168.10.1/32 -
Oct. 27, 2015 - 09:30:49] [QuickMode] Deleted Security Association From 192 168 10.2 To 192168 8.0/24

Oct 27, 2015 - 09:30:52] [CuickMods] Added Security Association From 192 168.10.2 To 192.168.9.0/24

Ot 27, 2015 - 09:30:52] [QuickMode] Added Security Association From 192 168.10.2 To 192 168.10.1/32

€ »

Clear
ok Help

* The green circle shows that the tunnel has been
established




VPN with Preshared Key

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* [f the tunnel does not get set up, check whether the
Windows Firewall has been enabled

* Open the “Control Panel” > “Windows Firewall”

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature

N g Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.

¥ Change notification settings How does a firewall help protect my computer?

{Q Turn Windows Firewall on or

What are network locations?
off

4 Restore defaults l '@ Home or work (private) networks Connected "

{;ﬂ TS SRS Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: Lb hubkaho.be
Notification state: Notify me when Windows Firewall blocks a new
program
l '@ Public networks Not Connected (¥

e |[f the firewall is not enabled, click “Turn Windows Firewall
on or off’ and enable it




VPN with Preshared Key

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* |n the Logging Console, the sequence of executed
connection attempts is displayed

Lo

[Sep ] [QuickMode] Deleted Security Association From 192.168.10.2 To 192.168.9.0/24
[Sep. 02 2015 -10:03:43] [QuickMode] Deleted Security Association From 192.168.10.2 To 192.168.10.1/32
[Sep. 02 2015 -10:03:44] [QuickMode]  Added Security Association From 192.168.10.2 To 192.168.9.0/24
[Sep. 02 2015 -10:03:44] [QuickMode]  Added Security Association From 192.168.10.2 To 192.168.10.1/32

Clear |

* The SCALANCE S module and the SOFTNET Security
Client have established a communication tunnel

B v



[ 7. Test the tunnel function ]

* Open the command prompt on PC2

* Enter the ping command from PC2 to PC3
“ping 192.168.9.2”

BN C\Windows\system32\cmd.exe | = | [D] -

C:\>ping 192.168.9.2

Pinging 192.168.9.2 with 32 bytes of data:

Reply from 192.168.9.2: bytes=32 time=4ms TTL=63
Reply from 192.168.9.2: bytes=32 time=3ms TTL=63
Reply from 192.168.9.2: bytes=32 time=4ms TTL=63
Reply from 192.168.9.2: bytes=32 time=4ms TTL=63

Ping statistics for 192.168.9.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = Y4ms, Average = 3ms

C:\>

* All packets reach PC3 through the tunnel




[ 7. Test the tunnel function ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC3
“ping 192.168.9.2”

A C\Windows\system32\cmd.exe | = |[=] ‘&]
C:\>ping 192.168.9.2

m »

Pinging 192.168.9.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 192.168.9.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),.

C:\>_ ki
* The packets cannot reach PC3 since there is no tunnel
communication between these two devices

U v




VPN with Certificates

In this example, a VPN tunnel is configured between a
security module and the SOFTNET Security Client

The endpoints authenticate using certificates

B v



VPN with Certificates

[ 1. Setting up the network ]

[ 2. Making IP settings for the PCs ]

[ 3. Creating a project and security module ]
'

[ 4. Configuring a VPN group ]

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

b
[ 6. Setting up a tunnel with the SOFTNET Security Client ]

v

[ 7. Test the tunnel function




VPN with Certificates

[ 1. Setting up the network ]

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

e Connect the switch to the external network interface

* Connect the PC with the Security Configuration Tool (PC1)
and the PC with the SOFTNET Security Client (PC2) to the
switch

e Connect PC3 to the internal network interface

B v



VPN with Certificates

[ 2. Making IP settings for the PCs ]
_ P address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.10.3 255.255.255.0 192.168.10.1
PC3 192.168.9.2 255.255.255.0 192.168.9.1

e Set the IP addresses of the PCs as in the table above

B v



VPN with Certificates

[ 3. Creating a project and security module
Y Cre ate a n ew project r&?::::o::amoduleorsoftwarecunﬂguratlon
* In the “Configuration” area | -z, com s
enter the MAC address -

 Enter the external IP -
address (192.168.10.1) =
and the external subnet
mask (255.255.255.0) o SR

IP address (ext) 192.168.10.1 Subnet mask (ext): 2552552550

* Select the "Routing mode” | i e

e Enter the internal IP PSS e
address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK” w




VPN with Certificates

[ 3. Creating a project and security module ]

e Use the “Insert” > “Module” menu command with the
following parameters

o Product type: SOFTNET configuration
o Module: SOFTNET Security Client

6? Selection of a module or software configuration

o FiIrmware release: V4

(T) SCALANCE S

_ SOFTNET configuration
(©) (SOFTNET Security Client, SCALANCE M87x/MD74x.
NCP VPN client, VPN device)

(©) VPN device

e Confirm with “OK”

Fi re
© 2005

Configuration

IP address (ext.): 192.168.102 | Subnetmask (ext): [255.255.255.0

'\ Subnet mask (int.): \




VPN with Certificates

[ 4. Configuring a VPN group ]

Offline view

=) anfJ.ﬂ.nm dules
- & Module1

* Select “WPN groups” in the navigation

“ ” % :1InsertVPN group
* Select the “Insert” > "Group” menu command |

Paste

Delete
Rename

* |n the navigation panel, click the “All modules”
entry

Properties...

* Drag the Scalance S Module to the VPN group “Group1” in
the navigation panel
The module is now assigned to the VPN group

The color of the key symbol changes to blue w



VPN with Certificates

[ 4. Configuring a VPN group ]

* Drag the SOFTNET Security Client module to the VPN
group “Group1” in the navigation panel
The module is now assigned to the VPN group
The color of the key symbol changes to blue

Offline view Offline view
EI Uﬁl AII modules Uﬁl AII modules
L Modulel L Modulel
P "? Module2 P ? Module2
EI @ VPN groups EI @ WPN groups
------ % GroupT . gy Groupl
------ @ Redundancy relationships ~{[?) Redundancy relationships

e Activate “Advanced Mode”

B v



VPN with Certificates

[ 4. Configuring a VPN group ]

* Select the VPN group “Group1” in the Navigation windows
and select the menu command “Edit” > “Properties”

* Select the “Certificate” option in the “Authentication
method” area

rﬁ? VPN group properties - Groupl ] : _ = || =
Authentication method
() Preshared key @ Certificate
Key: [cQ35Z1pbWIVW5HKxHt | Name: PEA46-GSAB4
New | Dateissued: 9/2/201511:09 AM

New.. || Display..

e Confirm with “OK”

B v



VPN with Certificates

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

* Save the project
e Use the menu command “Transfer” > “TQ all modules...”

ﬁ? Download configuration data to security modules &I@g
Module name Downloading status
MMMMMMM (ss¢) 0K Loaded
MMMMMMM (SCALANCE § )  OK  Loaded
ogonas currentuser | Selectall
how only modified modules Desclectall
rrent modul |
T type
odified files les
ot | | | [ cancel [ Deta ] [ los [ [ el

e Start the download with the “Start” button w



VPN with Certificates

5. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

* Save the configuration file “projectname.Module2.dat” in
your project folder

* Assign a password to the certificate

* Confirm the popup with “OK”

B v



VPN with Certificates

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* Open the SOFTNET Security Client on PC2
S SOFTNET Security Client EE )

File Options Help

—Communication aptions

Load Configuration Tunnel Owverdew Enakle

hinimize | Exit Help | About

* Select “Load Configuration” and browse to where
“projectname.Module2.dat” has been saved

* Open the configuration with the “Open” button

B o



VPN with Certificates

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* Loading a new configuration will delete any previous
configurations

ﬁ SOFTNET Security Client - Configuration Data Already Exists u

Configuration data already exist for the SOFTNET Security Client.
Should the stared configuration data be

® deleted

= kept
and merged with the new one, whereas modules with identical IP addresses shall be

(" imponed and replaced

" natimparted

I et Cancel |

* When the dialog above pops up, select “deleted” and
confirm with “Next”

B v



VPN with Certificates

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* The VPN tunnel can now be opened by clicking the

“Enable” button
rﬁ SOFTNET Security Client E M

File Options Help

—Communication options
Load Configuration Tunnel Cyeryiem Enahble
inimize | Exit Help | About

* Enter the certificate password in the dialog

B v



VPN with Certificates

6. Setting up a tunnel with the SOFTNET Security Client

* “Tunnel Overview” shows the status of the tunnel

E SOFTNET Security Client - Tunnel Overview [ %]
~ Tunnel List
Stat. | Name I MemberIP / Subnet| Tunnel Endpaint IP | Tunnel aver |
L ] I. "hoculel" SCALANCE 5623 192168101 152168102
d. Subnet of "Modulel" 192168 9.0/255 255 255.0 192168101 152168102

[T enable active learning Delste
-~ Logging Console

Oct. 27, 2015-09:30:48] [QuickMode] Deleted Security Association From 192 16810.2 To 192.168.10.1/32 -
Oct. 27, 2015 - 09:30:49] [QuickMode] Deleted Security Association From 192 168 10.2 To 192168 8.0/24

Oct 27, 2015 - 09:30:52] [CuickMods] Added Security Association From 192 168.10.2 To 192.168.9.0/24

Ot 27, 2015 - 09:30:52] [QuickMode] Added Security Association From 192 168.10.2 To 192 168.10.1/32

€ »

Clear
OK Help

* The green circle shows that the tunnel has been
established




VPN with Certificates

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* [f the tunnel does not get set up, check whether the
Windows Firewall has been enabled

* Open the “Control Panel” > “Windows Firewall”

Control Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature

N g Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.

¥ Change notification settings How does a firewall help protect my computer?

{Q Turn Windows Firewall on or

What are network locations?
off

4 Restore defaults l '@ Home or work (private) networks Connected "

{;ﬂ TS SRS Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: Lb hubkaho.be
Notification state: Notify me when Windows Firewall blocks a new
program
l '@ Public networks Not Connected (¥

e |[f the firewall is not enabled, click “Turn Windows Firewall
on or off’ and enable it




VPN with Certificates

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

* |n the Logging Console, the sequence of executed
connection attempts is displayed

Lo

[Sep ] [QuickMode] Deleted Security Association From 192.168.10.2 To 192.168.9.0/24
[Sep. 02 2015 -10:03:43] [QuickMode] Deleted Security Association From 192.168.10.2 To 192.168.10.1/32
[Sep. 02 2015 -10:03:44] [QuickMode]  Added Security Association From 192.168.10.2 To 192.168.9.0/24
[Sep. 02 2015 -10:03:44] [QuickMode]  Added Security Association From 192.168.10.2 To 192.168.10.1/32

Clear |

* The SCALANCE S module and the SOFTNET Security
Client have established a communication tunnel

B v



[ 7. Test the tunnel function ]

* Open the command prompt on PC2

* Enter the ping command from PC2 to PC3
“ping 192.168.9.2”

BN C\Windows\system32\cmd.exe | = | [D] -

C:\>ping 192.168.9.2

Pinging 192.168.9.2 with 32 bytes of data:

Reply from 192.168.9.2: bytes=32 time=4ms TTL=63
Reply from 192.168.9.2: bytes=32 time=3ms TTL=63
Reply from 192.168.9.2: bytes=32 time=4ms TTL=63
Reply from 192.168.9.2: bytes=32 time=4ms TTL=63

Ping statistics for 192.168.9.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = Y4ms, Average = 3ms

C:\>

* All packets reach PC3 through the tunnel




[ 7. Test the tunnel function ]

* Open the command prompt on PC2

* Enter the ping command from PC2 to PC3
“ping 192.168.9.2”

A C\Windows\system32\cmd.exe | = |[=] ‘&]
C:\>ping 192.168.9.2

m »

Pinging 192.168.9.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 192.168.9.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),.

C:\>_ ki
* The packets cannot reach PC3 since there is no tunnel
communication between these two devices

U v




Gateway-to-Gateway with VPN

In this example, a VPN tunnel is set up between two security
modules

With this configuration, IP traffic is possible only over the
established tunnel connections with authorized partners

B v



Gateway-to-Gateway with VPN

[ 1. Setting up the network ]

[ 2. Making IP settings for the PCs ]

[ 3. Creating a project and security module ]
¥

[ 4. Configuring a VPN group ]

[ 5. Downloading the configuration to the security module ]

[ 6. Testing the tunnel function (ping test) }

B v




Gateway-to-Gateway with VPN

[ 1. Setting up the network ]

* Connect the PC with the Security Configuration Tool (PC1)
to the switch

* Connect both SCALANCE S modules to the switch through
their external interface

e Connect PC2 and PC3 to the internal interface of a
SCALANCE S module

B v



Gateway-to-Gateway with VPN

[ 2. Making IP settings for the PCs J
P address
PC1 192.168.10.2 255.255.0.0
PC2 192.168.10.3 255.255.0.0
PC3 192.168.10.4 255.255.0.0

e Set the IP addresses of the PCs as in the table above

B v



Gateway-to-Gateway with VPN

[ 3. Creating a project and security module

* Create a new project

* In the “"Configuration” area
enter the MAC address

* Enter the external IP
address (192.168.10.201)
and the external subnet
mask (255.255.0.0)

e Confirm with “OK”

@ Selection of a module or software configuration

Product type
(@) SCALANCE S

SOFTNET configuration
() (SOFTNET Security Client. SCALANCE M37x/MD74x.
NCP VPN client. VPN device)

Module

(©) 5602 (@) 5623
(©)5612 (7)5627-2M
©) 8613

Firmware release

@ V4
(@)

Configuration

Name of the module: Modulel

MAC address: 00-1B-1B-BB-93-DE
IP address (ext.): 192.168.10.201 net mask (ext):  255.255.
Interface routing externalf/intemal: [Blidge mode - ]

paesso) || e ||

B v




Gateway-to-Gateway with VPN

[ 3. Creating a project and security module J

e Select the menu command “Insert” > “Module”

* Select the same options as for the previous module but
with the following address parameters

o MAC address: MAC address of the module
o |IP address (ext): 192.186.10.202
o Subnet mask (ext): 255.255.0.0

e Confirm with “OK”

B v



Gateway-to-Gateway with VPN

[ 4. Configuring a VPN group ]

Offline view

* Select “WPN groups” in the navigation 5 Amouie

-5 Module1

“ ” % :1InsertVPN group
* Select the “Insert” > "Group” menu command |

Paste

Delete
Rename

* In the navigation panel, click the “All modules™ . .....
entry

* Drag the SCALANCE S Module to the VPN group
“Group1” in the navigation panel
The module is now assigned to the VPN group

The color of the key symbol changes to blue w



Gateway-to-Gateway with VPN

[

4. Configuring a VPN group ]

* Drag the second SCALANCE S module to the VPN group
“Group1” in the navigation panel
The module is now assigned to the VPN group
The color of the key symbol changes to blue

Offline view

EI Uﬁl AII modules
L Module1
P '? Module2
EI @ VPN groups

------ A% Group1
------ @ Redundancy relationships

Offline view

EI Uﬁl Allmodules
----- g Modulel
----- Module2
EI @ VPN groups

: - GroupT
o Dﬁ Redundancy relationships

B v



Gateway-to-Gateway with VPN

[ 5. Downloading the configuration to the security module ]

* Save the project

e Use the menu command “Transfer” > “To all modules...”
T it o e T e R madles = |5 [t

Module

Proje
Module1 (SCALANCES) Modi
Module2 (SCALANCE §) Modi

Downloading status
Notloaded
MNotloaded

s

fie
fie

Log on as current user ’ Selectall ]
Show only modified modules

Current module: ‘

Transfer type
(@) Modified files only () Allfiles

| Start ]| Skip |[ cancel |[ Details >> H Close H Help

. Start the download with the “Start” button

B v



[ 6. Testing the tunnel function (ping test) ]

* Open the command prompt on PC2

* Enter the ping command from PC2 to PC3
“ping 192.168.10.4"

B Ch\Windows\system32\cmd.exe { == ‘-Q:h]
C:\Users\Uincent>ping 192.168.10.4

Pinging 192.168.10.4 with 32 bytes of data:

Reply from 192.168.10.4: bytes=32 time<ims TTL=128
Reply from 192.168.10.4: bytes=32 time<ims TTL=128
Reply from 192.168.10.4: bytes=32 time<ims TTL=128
Reply from 192.168.10.4: bytes=32 time<ims TTL=128

Ping statistics for 192.168.10.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:\Users\Uincent>_

* All packets reach PC3 through the tunnel




[ 6. Testing the tunnel function (ping test) ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC3
“ping 192.168.10.4"

BN C\Windows\system32\cmd.exe = = <
C:\Users\Uincent>ping 192.168.10.4

m | ]

Pinging 192.168.10.4 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statisties for 192.168.10.4:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Users\Uincent> -

 The packets cannot reach PC3 since there is no tunnel
communication between these two devices

B Leuven



VPN with User Authentication

PC1 with
SOFTNET Security Client

RADIUS server

In this example, a VPN tunnel is established between a PC
and a security module using the SOFTNET Security Client

The firewall is configured so that the access from PC1 in the
external network to PC2 in the internal network is possible for
a specific user only, who needs to log in at the RADIUS

server w



1. Setting up the network

2. Making IP settings for the PCs
y
3. Creating a project and security module

A

4. Configuring a RADIUS server

5. Configuring the firewall
6. Linking the RADIUS s:rver and security module
7 Downloading the configu:ation to the security module )
_and saving the SOFTNET Security Client configuration
: 8. Setting up a tunnel with tfte SOFTNET Security Client

{
9. Logging in on the Web page

10. Testing the firewall function (ping test)



VPN with User Authentication

[ 1. Setting up the network ]

* Reset the Scalance to factory settings by pressing the
Reset button and holding it down for at least 5 seconds

* Connect the PC with the Security Configuration Tool (PC1)
to the external network interface

e Connect PC2 to the internal network interface

e Connect the Linux PC that will be used as RADIUS server
to the DMZ interface

B v



VPN with User Authentication

[ 2. Making IP settings for the PCs ]
_ P address Default Gateway
192.168.10.2 255.255.255.0 192.168.10.1
PC2 192.168.9.2 255.255.255.0 192.168.9.1
RADIUS 192.168.8.2 255.255.255.0 192.168.8.1

e Set the IP addresses of the PCs as in the table above

* The IP address of the Linux PC is preset to the correct
value

B v



VPN with User Authentication

[ 3. Creating a project and security module
* Create a new project e
* In the “Configuration” area | i == e
enter the MAC address .
e Enter the external IP m

address (192.168.10.1)
and the external subnet
mask (255.255.255.0) o SR

IP address (ext) 192.168.10.1 Subnet mask (ext): 2552552550

* Select the "Routing mode” | i e

e Enter the internal IP PSS e
address (192.168.9.1) and subnet mask (255.255.255.0)

e Confirm with “OK” w




VPN with User Authentication

[ 3. Creating a project and security module ]

* Select the security module created and select the “Edit” >
“Properties” menu command, “Interfaces” tab

* Select the "Activate Interface” check e
box in the “DMZ port (X3)” area p———— ,,

* Enter the IP address (192.168.8.1)  pedtess 19216881
and the subnet mask (255.255.255.0) Sveretmesk 2552552550
for the DMZ interface MAC address: 001515559960

e Confirm with “OK”

Comment:

B v



VPN with User Authentication

[ 3. Creating a project and security module ]

e Use the “Insert” > “Module” menu command with the
following parameters

o Product type: SOFTNET configuration
o Module: SOFTNET Security Client

5? Selection of a module or software configuration

o FiIrmware release: V4

(T) SCALANCE S

_ SOFTNET configuration
(©) (SOFTNET Security Client, SCALANCE M87x/MD74x.
NCP VPN client, VPN device)

(©) VPN device

e Confirm with “OK”

Fi re
© 2005

Configuration

IP address (ext.): 192.168.102 | Subnetmask (ext): [255.255.255.0

\ Subnet mask (int.): \




VPN with User Authentication

[ 4. Configuring a RADIUS server ]

* We’'ll use the previously configured RADIUS server for this
example




VPN with User Authentication

[ 5. Configuring the firewall ]

Offline view

=) anfJ.ﬂ.nm dules
- & Module1

* Select “WPN groups” in the navigation

“ ” % :1InsertVPN group
* Select the “Insert” > "Group” menu command |

Paste

Delete
Rename

* |n the navigation panel, click the “All modules”
entry

Properties...

* Drag the SCALANCE S Module to the VPN group
“Group1” in the navigation panel
The module is now assigned to the VPN group

The color of the key symbol changes to blue w



VPN with User Authentication

[ 5. Configuring the firewall ]
* Drag the SOFTNET Security Client module to the VPN

B v

group “Group1” in the navigation

panel

The module is now assigned to the VPN group
The color of the key symbol changes to blue

Offline view

EI Uﬁl AII modules
L Module1
P '? Module2
EI @ VPN groups

------ A% Group1
------ @ Redundancy relationships

Activate “Advanced Mode”

Offline view

Uﬁl AII modules
----- Modulel
----- ? Module2
EI @ VPN groups

: - GroupT
o Dﬁ Redundancy relationships



VPN with User Authentication

[ 5. Configuring the firewall ]

* Use the menu command “Options” > “User Management”
r Edit users - — o — u1

User data

* Create a new user with the | ==

Authentication method: ’ RADIUS A ]

following settings Passurd | |

Repeat password: | |

Comment:

Settings for user-specific IP rule sets

[ Confirm With “OK” Maximum time of the session: Minutes

Role
Assigned role: [ radius v ]

[ ok || cancel |[ Help

B v




VPN with User Authentication

[ 5. Configuring the firewall ]

* Select the “User-specific IP rule sets” offinevien
= Global firewall rule sets

In the navigation window "2 Firewal P rue sets

[ All module Add rule set...
-5 Modul

I3

* Select the “Add rule set...” option in | Bremes

Paste

the shortcut menu Delete

Rename

Properties...

B v



VPN with User Authentication

[ 5. Configuring the firewall ]

. Enter a rule in the dlalog as shown below
.Fewall ~specific IP rule setUser-spec. IP rule setl - - - - e =™ x™)

Name:  User-spec. IP rule setl
Description User-spec. IP rule setl
Description:
IPrules | NAT | NAPT
Action From To Source IP ad... Destination|... Servi.. Bandwidth (M... Loggi... No. Commen it
Allow  Tunnel Internal 192.168.9.2 (all) A U111

Add rule l ‘ Delete rule ‘ ‘ r ‘ ‘ ¥ ‘ l IP services.._

B v




VPN with User Authentication

[ 5. Configuring the firewall ]

* From the “Available users and roles” list, select the “radius
(user)” entry and click the “Assign” button, then select the
“radius (role)” entry and click “Assign”

Available users and roles: Assigned users and roles:

admin (User) radius (Role)
administrator (Role) radius (User)
administrator{radius) (Role)
diagnostics (Role)

remote access (Role) | Assign |
standard (Role)

| Remove |

e Confirm with “OK”

B v



VPN with User Authentication

[ 5. Configuring the firewall ]

* Select the security module in the navigation panel and
drag it to the newly created user-specific IP rule set

* The assignment can be checked by opening the module
properties and selecting the “Firewall” tab

B v



VPN with User Authentication

[ 5. Configuring the firewall ]

* Open the properties of the SCALANCE module and go to
the “Firewall” tab

* Add a firewall rule as in the image

3 B
Module properties - Modulel - S s e . — E‘E‘g
Interfaces | Firewall |Intemet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP | RADIUS)|

IP rules [2] | MAC rules (inactive) [0] | Default rules for IP sewices|

User-spec. IP rule setl (Assigned users: ; assigned roles:radius)
Drop  Tunnel Internal (all) ‘\." IP-R_1

Action From To Source IP addre... DestinationIP a... Servi.. Bandwidth (M... Loggi.. No. Commen t H

e Confirm with “OK”

B v



VPN with User Authentication

[ 6. Linking the RADIUS server and security module J

* Select the menu option “Options”™ > | oetions | Help

@ . . IP services...
Configuration of the RADIUS D —
server... ” Network adapter..
Language..
Log files...
. “ " . Symbolic names...
e Click the “Add...” button in the 1”

Configuration of the NTP server...

d | al Og Configuration of the RADIUS server...

) ) Consistency checks...
5? RADIUS server configuration | =|B] X |

User management
Existing RADIUS servers

Name IP address / FQDN  Port ID Commen t Certificate manager

[ ok [ cancel |[ Help |

. ] | emove | Properties




VPN with User Authentication

[ 6. Linking the RADIUS server and security module J

* Define the server with the following values
o IP address/FQDN: 192.186.8.2
o Shared secret: SiemensSecret
o Repeat shared secret: SiemensSecret

.
(5] Definition of a RADIUS server ==l

Name: RADIUS server

* Confirm with "OK" || Femre e

Paort: 1812

Sharedsecret: oseseseee

Repeat shared secret.  ssssssns

Authentication method:  paP

Comment:

o) o ) [ lw




VPN with User Authentication

[ 6. Linking the RADIUS server and security module J

* Open the SCALANCE S module properties and go to the
“RADIUS” tab

@ Module properties - Modulel — =] g}

= =

| es|F | Intemnet connection | DNS | Routing | NAT/NAPT | Time synchronization | Log settings | VPN | DHCP-Server | SNMP | Proxy ARP | RADIUS
Enable RADIUS authentication ‘

e Check the “Enable RADIUS authentication” box

* Click the “Add” button
This adds the newly configured RADIUS server

RADIUS server

No. Name IP address Commen t
1 RADIUS server 192.168.82

B v



VPN with User Authentication

[ 6. Linking the RADIUS server and security module ]

* |nthe "RADIUS setting” area, check the “Allow RADIUS
authentication of non-configured users” box

RADIUS settings

RADIUS timeout: 1 Seconds

RADIUS retries: 5
Allow RADIUS authentication of non-configured users

Filter 1D is required for authentication

e Confirm with “OK”

B v



VPN with User Authentication

[ 7. Downloading the configuration to the security module }

and saving the SOFTNET Security Client configuration

* Save the project

e Use the menu command “Transfer” > “To all modules...”
, —

Q Download configuration data to security modules

Module name Downloading status

e Start the download with the “Start” button w



VPN with User Authentication

7. Downloading the configuration to the security module
and saving the SOFTNET Security Client configuration

* Save the configuration file “projectname.Module2.dat” in
your project folder

* Assign a password to the certificate

* Confirm the popup with “OK”

B v



VPN with User Authentication

[ 8. Setting up a tunnel with the SOFTNET Security Client ]

* Open the SOFTNET Security Client on PC2
S SOFTNET Security Client EE )

File Options Help

—Communication aptions

Load Configuration Tunnel Owverdew Enakle

hinimize | Exit Help | About

* Select “Load Configuration” and browse to where
“projectname.Module2.dat” has been saved

* Open the configuration with the “Open” button

B o



VPN with User Authentication

[ 8. Setting up a tunnel with the SOFTNET Security Client ]

* Loading a new configuration will delete any previous
configurations

ﬁ SOFTNET Security Client - Configuration Data Already Exists u

Configuration data already exist for the SOFTNET Security Client.
Should the stared configuration data be

® deleted

= kept
and merged with the new one, whereas modules with identical IP addresses shall be

(" imponed and replaced

" natimparted

I et Cancel |

* When the dialog above pops up, select “deleted” and
confirm with “Next”

B v



VPN with User Authentication

[ 8. Setting up a tunnel with the SOFTNET Security Client ]

* The VPN tunnel can now be opened by clicking the

“Enable” button
rﬁ SOFTNET Security Client E M

File Options Help

—Communication options
Load Configuration Tunnel Cyeryiem Enahble
inimize | Exit Help | About

* Enter the certificate password in the dialog

B v



VPN with User Authentication

8. Setting up a tunnel with the SOFTNET Security Client

* “Tunnel Overview” shows the status of the tunnel

E SOFTNET Security Client - Tunnel Overview [ %]
~ Tunnel List
Stat. | Name I MemberIP / Subnet| Tunnel Endpaint IP | Tunnel aver |
L ] I. "hoculel" SCALANCE 5623 192168101 152168102
d. Subnet of "Modulel" 192168 9.0/255 255 255.0 192168101 152168102

[T enable active learning Delste
-~ Logging Console

Oct. 27, 2015-09:30:48] [QuickMode] Deleted Security Association From 192 16810.2 To 192.168.10.1/32 -
Oct. 27, 2015 - 09:30:49] [QuickMode] Deleted Security Association From 192 168 10.2 To 192168 8.0/24

Oct 27, 2015 - 09:30:52] [CuickMods] Added Security Association From 192 168.10.2 To 192.168.9.0/24

Ot 27, 2015 - 09:30:52] [QuickMode] Added Security Association From 192 168.10.2 To 192 168.10.1/32

€ »

Clear
OK Help

* The green circle shows that the tunnel has been
established




VPN with User Authentication

[ 6. Setting up a tunnel with the SOFTNET Security Client ]

If the tunnel does not get set up, check whether the
Windows Firewall has been enabled

* Open the “Control Panel” > “Windows Firewall”

Control Panel Home

Help protect your computer with Windows Firewall

Allow a prc_:gram Ur_feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

¥ Change notification settings How does a firewall help protect my computer?

{9 Turn Windows Firewall on or
off

What are network locations?

4 Restore defaults l '@ Home or work (private) networks Connected (&)

gi TS SRS Networks at home or work where you know and trust the people and devices on the network

Troubleshoot my network
Windows Firewall state: On
Incoming connex ctions: Block all connections to programs that are not on the

list of allowed programs

Active home or work (private) networks: % hubkaho.be

Notification state: Notify me when Windows Firewall blocks a new

program

l '@ Public networks Not Connected (v

If the firewall is not enabled, click “Turn Windows Firewall
on or off’ and enable it




VPN with User Authentication

[ 9. Logging in on the Web page ]

 |Inthe Web browser of PC1, enter the address
“https://192.168.10.1"

SCALANCE s

Welcome to the SCALANCE S user-specific firewall

Please log on:




VPN with User Authentication

[ 9. Logging in on the Web page ]

* |f the web page does not show the login fields, try
changing the language in the upper right corner




VPN with User Authentication

[ 9. Logging in on the Web page ]

* Enter the user name “radius” and corresponding password
and click the “Log in” button

SCALANCE S

Welcome to the SCALANCE S user-specific firewall

Password eeeesese




VPN with User Authentication

[ 9. Logging in on the Web page ]
e The defined IP rule set is enabled for the “radius” user.

SCALANCE S

Welcome, radius

You have logged in successfully from address 192.168.10.2
i xpires in 30 Minutes

session
Extend timeout




[ 10. Testing the firewall function (ping test) ]

* Open the command prompt on PC1

* Enter the ping command from PC1 to PC2
“ping 192.168.9.2”

BN C\Windows\system32\cmd.exe | = | [D] -

C:\>ping 192.168.9.2

Pinging 192.168.9.2 with 32 bytes of data:
192.168.9.2: bytes=32 time=4ms TTL=63
192.168.9.2: bytes=32 time=3ms TTL=63
192.168.9.2: bytes=32 time=4ms TTL=63
192.168.9.2: bytes=32 time=4ms TTL=63

Ping statistics for 192.168.9.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 3ms, Maximum = Y4ms, Average = 3ms

C:\>

* All packets reach PC2 through the tunnel




