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Overview

e eWON COSY setup
* Firewall options

* User management
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Technology Overview

* OpenVPN cloud
* Firewall rules configurable in cloud

* User management in cloud
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eWON COSY setup

[ 1. Create and configure Talk2M account ]

[ 2. Configl]re eWON ]

[ 3. Connect to remote device ]
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eWON COSY setup

1. Create and configure Talk2M account

e Download and install eCatcher

supportewon.biz/software
eWON Software

- eBuddy, the eWON software companion helps you to find, assign an IP  |eBuddy Setup (7 8.0.1.60
Q * address, upgrade your firmware, backup and restore eWON. releases notes &
eVCOM: eWON Virtual Com Port eVCOM Setup g7 1.3.1.34
‘ releases notes
eCatcher: your Talk2M connector. eCatcher Setup ) 5.0.2.17663
[: : Services Free+ and Pro releases notes &9
Check if your network allows Talk2iM connections. Talk2MConnectionChecker
viewON setup & 3.0.1.156594
< releases notes ¢
viewON

eGrablt setup & 3.1.0
release notes ¢
eGrablt

SNIMP: eWON MIB File actl mib.mib &




eWON COSY setup

[ 1. Create and configure Talk2M account J

* Create a new account by clicking “Create a Free+

Account”

.
2 New Account

Account Name:

Username:
First Name:
Last Name:
E-mail:

Confirm Email:

New Talk2M Free+ account

| groepx

|admin

|John

|poe

accou a

0 Invalid email format

Fl

e Use the efnail address TBD

B v

Account: | |

Create a Free+ Account

Username: | |

Password: | |

Forgot Password?




eWON COSY setup

[ 1. Create and configure Talk2M account ]
rﬂ_ New Account g

New Talk2M Free+ account

Company Name: KuLeuven |
Address: |Gebroeders De Smetstraat 1 |

| |
Post Code: 19000 |
City: |Ghent | I
Country: [Bebgium v] 0
VAT ID | |
Company Profile: [General Services v]
Industry Sector: Other v]
Language: [Engiish v]

< Back ” Create ” Cancel

 Confirm with “Create”

* Activate the account by clicking the URL sent in the
confirmation email

B v



eWON COSY setup

[ 1. Create and configure Talk2M account ]

* Log in eCatcher and add your eWON by clicking the “Add”
button

vsers | My eWONs

. Properties . Log . Mo action Refresh

« | Description

Mame

Account

0 New eWON -
I I

eWON Name:  |COSY |

eWON Description: |eWDN voor seminarie| |

Connection Type: [Permanent (LAN / ADSL / 3G) v]

e Confirm with “Next >” > “Create”
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eWON COSY setup

[ 1. Create and configure Talk2M account ]

* Copy the Activation Key to your clipboard

Select your preferred method to configure your eWON:

SMS5

. Send an SMS to the eWON with its activation key.
Ag’“'E It will trigger the remote auto-configuration. Send SMS to eWON

Activation Key Every eWON is assigned an Activation Key during its creation in TalkZM.
This key cannot be changed.

. Activation Key: | 1bb43e806fd82481ace50cfba417546 || Copy to Clipboard I

eWON Name

@ | eWON Name:  COSY | copyto Clipboard |

* This key will be used during the configuration of the eWON
* Close the eCatcher application
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eWON COSY setup

2. Configure eWON

* Download and install eBuddy

supportewon.biz/software
eWON Software

~ eBuddy, the eWON software companion helps you to find, assign an IP 8.0.1.60
Q * address, upgrade your firmware, backup and restore eWON. releases notes &

eVCOM: eWON Virtual Com Port eVCOM Setup g7 1.3.1.34
‘ releases notes
eCatcher: your Talk2M connector. eCatcher Setup &7 5.0.2.17663
[: : Services Free+ and Pro releases notes &9
Check if your network allows Talk2iM connections. Talk2MConnectionChecker
viewON setup & 3.0.1.156594
< releases notes ¢
viewON

eGrablt setup & 3.1.0
release notes ¢
eGrablt

SNIMP: eWON MIB File actl mib.mib &




eWON COSY setup

[ 2. Configure eWON ]

* Connect an Ethernet cable from
your computer to the eWON'’s
LAN port 1

* Launch eBuddy and select “Set IP address”

e (Click “Browse...” and choose the eWON COSY 131 in the
following dialog R O —— —

Serial




eWON COSY setup

[ 2. Configure eWON ]
* Click “Next >”

e Setthe IP address of the eWON COSY| =
o IP Address: 192.168.10.1 B
o Subnet; 255.255.255.0

e Confirm with “Next >”
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eWON COSY setup

2. Configure eWON
“Start” > “Control Panel”

Control Panel

* Open Control Panel

* Open “Network and Sharing Center”

Adjust your computer's settings

“P‘ Action Center

M Color Management
ﬁ Default Programs
B Dell Touchpad

= Display

A Fonts

4% Indexing Options

Administrative Tools
Communication Settings
& Dell Audio

iﬂ Desktop Gadgets

% Ease of Access Center

Free Fall Data Protection

ntel(R) HD Graphics

(W3 AutoPlay

@ Credential Manager

Dell Command | Power Manager
aﬂ Device Manager

Flash Player (32-bit)

j\ Getting Started

@ Intel® PROSet/Wireless Tools

S_‘y Backup and Restore

‘% Date and Time

B Dell Command | Update

=4 Devices and Printers

F Folder Options

l% HomeGroup

@ Intel® Rapid Storage Technology

View by:

‘f Internet Options @] Java < Keyboard I3 Location and Other Sensors
—
@ Mail (Microsoft Qutlook 2013) (32-bit) Memory Card Parameter Assignmen ... & Mouse # Network and Sharing Center I

= Notification Area Icons
‘ Personalization

LS Recovery

C"," Sound

|l Taskbar and Start Menu
I]_ Windows CardSpace

a* Windows Update

B nviDIA Control Panel
&% Phone and Modem
9 Region and Language
9 Speech Recognition
[ Troubleshoating

#8 Windows Defender

ﬂ, Parental Controls

‘} Power Options

13 RemoteApp and Desktop Connections
@ Sync Center

82, User Accounts

‘ Windows Firewall

Performance Information and Tools

IF\! Programs and Features

F_"I& Set PG/PC Interface (32-bit)
& System

£2, Windows Anytime Upgrade

_ii Windows Mobility Center

Smallicons ~




eWON COSY setup

[ 2. Configure eWON ]

* Select “Change adapter settings”

Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing
settings

* Open the Local Area Connection Properties

Doubleclick “Local Area Connection”, then click
“Properties” ‘ .

- Metwork cable unplugged
x Intel(R) Ethernet Connection [218-...

B v

|| Local Area Connection ‘




eWON COSY setup

2. Configure eWON

Networking Sharing

* Select "Use the following IP”| - ...
. E Internet Protocol Version 4 (TCP/IPv4) Properties
* Enter the following values e

gFHe and Printer Sharing for Microsoft Networks v T sett 4 automatically twork
ou can get IP settings assigned automatically if your networ
=i« SIMATIC Industrial Ethemat 1S0) supports this capability. Otherwise, you need to ask your network

=& PROFINET 10 RT-Protocol V2.0 administrator for the appropriate IP settings.
I P Ad d re SS L] I 9 2 I 6 8 I O 2 & Internet Protocol Version 6 (TCP/IPvE)
O » n [ [ ] S Internet Protocol Version 4 (TCP/IPv4) () Obtain an TP address automatically

=& Link-Layer Topology Discovery Mapper /O Driver
=& Link-Layer Topology Discovery Responder

> Subnet: 255.255.255.0 | T | e me

* Click the “Properties” button (i =emree —_
|

(@) Use the following IF address:

Install... Uninstall Prop

Description \ Default gateway:

- - “ ,, Transmission Control Protocolfintemet Protocol. The def: ..\
. area network protocol that provides communication acros .
diverse interconnected networks (7) Obtain DNS server address automatically

(@) Use the following DNS server addresses

and close Control Panel Cam (| e

Alternate DNS server:

Vahdate settings upon exit Advanced...




eWON COSY setup

[ 2. Configure eWON ]

e Launch the web browser and enter the address
“http://192.168.10.1"

- “.: __/ */'

* Click the “Settings” button

* The default username & password are both “adm”
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eWON COSY setup

[ 2. Configure eWON ]
* Run the “Quick Launch Wizard”
Quick Launch Wizard.

This wizard will drive you through the eéWON configuration
steps:

1- System

2- Internet

3- Talk2M
You can also run the configuration steps separately by
using the above menus.




eWON COSY setup

[ 2. Configure eWON ]

* Go through the System wizard

User Setup

Erase all first:

eWON name:

User name:

Password:

Retype-Password:

Date and time

All configuration parameters will be reset.

lewon |
Will help you to identify eWON

|adm | LAN/WAN Configuration

The user name is not editable ) .
Click on switch ports to select ports attributions to LAN

|""“""" | {default) or VAN,
WAN port are used for internet connection
|"""""" | LAN port are used for local access

Date:

Time:

s |

11:49:47 | Edit ]




eWON COSY setup

[ 2. Configure eWON ]

* Plug the internet cable into the WAN port
The WAN port can be distinguished .
by the red led beneath the
ethernet port




eWON COSY setup

2. Configure eWON

* Complete the Internet wizard

Ethernet WAN connection

Internet connection

Address Setu
Initialize configuration This will also erase the Talk2M configuration P DHCP ﬂ

Interface: Ethernet INTERNET connection DNS via DHCP
Connectivity conditions

HTTP Proxy
Physical protection: ‘ Digital Input not used E|
Connecton tigger.
onnection trigger. | wantain connecton | | Connect to Talk2M through Proxy

Do you connect to Talk2M through an HTTP Proxy?

Current operation
@ rinished

Results

Internet connection is ready for test and configuration

Internet connection

Click Next to start the Internet connection test: v
Test online address. ‘ + Onine IP Check

If this checkbox is selected, eWON will perfom an online IP check Diagnosis
If you have configured a connection through proxy or on an intranet, do not

select this test SUCCESS: Internet connection fested

[ |




eWON COSY setup

[ 2. Configure eWON ]
* Start the Talk2ZM wizard

* Select "Register with ACTIVATION KEY”

Select your prefered method for registering the eWON on Talk2M.com?

Register with eWON NAME

Fary I Use the eWON Talk2m name and your Talk2m login and pasword
=2 2E The eWON must first be defined in Talk2M

Register with ACTIVATION KEY

A SERIKOIE
n Use the eWON 'Activation Key' provided by talk2M.com
The eWON must first be defined in Talk2M

Important: Your eWON must have a working Internet Connection

Before using the wizard, the eWON Internet access must be correctly configured.




eWON COSY setup

[ 2. Configure eWON ]

* Fill in the activation key recieved on eCatcher

Select your prefered method for registering the eWON on Talk2M.com?

Register with eWON NAME

&b I Use the eWON Talk2m name and your Talk2m login and pasword
S Rt The eWON must first be defined in Talk2M

Register with ACTIVATION KEY

Aawoie | Use the EWON ‘Activation Key' provided by talk2m.com
R The eWON must first be defined in Talk2M

Activation Key: 1bb43e806fd82481ace50cfobad 17546

Important: Your eYWON must have a working Internet Connection

Before using the wizard, the eWON Internet access must be correctly configured.




eWON COSY setup

[ 2. Configure eWON ]

* Complete the Talk2M wizard

Current operation

Connect via HTTP proxy . Finished 5
Enable this option only if you are connected to Internet via proxy (ask your network
administrator if not sure) Resulis

« WAN connection

‘ & UDPconnection

Force to TCP « HTTP direct connection
In rare cases where Talk2M connection is known to fail in UDP in spite of detection 3\ HTTP Proxy connection Operation skipped
test u,\.-orking enable this option to force connection to TCP (in case of doubt, leave I—— The device serial number was already defined in Talk2M. Previous
unchecked) e FEUE contig instance was disabled.

«' Test VPN connection

 Finish the wizards with “All done”

* Unplug the Ethernet cable between the eWON and your
computer




eWON COSY setup

[ 3. Connect to remote device ]

* Open the eCatcher application and log Iin

e The status of your eWON should be “Online”

My eWONs

@------a COSY 10.210.158.28 (LAN:192.168.10.1) eWON voor seminarie

" LAN: 192.168.10.1/24 All devices on the network are reachable by connected users.

My eWONs

Add Properties Log Q'f Disconnect Refresh
Status Description

@1~ Connected | eWON voor sem iinarie




[ 3. Connect to remote device ]

You can now ping a device behind the eWON COSY

Open the command prompt on “Start” > "All programs”
>"Accessories” > "Command Prompt”

Enter the ping command to the remote device
“ping 192.168.10.2"

B C\Windows\system32\cmd.exe | —= | (=] |&]
C:\Users\Uincent>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=39ms TTL=63
Reply from 192.168.10.2: bytes=32 time=39ms TTL=63
Reply from 192.168.10.2: bytes=32 time=38ms TTL=63
Reply from 192.168.10.2: bytes=32 time=46ms TTL=63

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 38ms, Maximum = 4Bms, Average = 4O0ms

C:\Users\Uincent>




Firewall Options

[ 1. Configuring the firewall ]

[ 2. Testing the firewall function ]
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Firewall Options

[ 1. Configuring the firewall ]

* |n eCatcher, highlight your eWON and click the

“Properties” button
QI'\@G m 10.210.158.28 (LAMN:192.168.10.1) eWON voor seminarie

_:iﬁ LAN: 192.168.10.1/ 24 Al devices on the network are reachable by connected users.

My eWONs

Add Properties Log s Di efres|
Status Yescription

~@~ Connected | eWON voor seminarie

* |nthe “LAN & Firewall” section, click the “Configure LAN
Devices & Firewall...” button

LAN & Firewall

eWON LAN: 192.168.10.1/255.255.255.0 Configure LAN Devices & Firewall... ]

| Modify LAN Subnet... |
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Firewall Options

[ 1. Configuring the firewall ]
* Click “Add LAN Device...”

3 Devices & Firewall

X

[ Add LAN Device... |

& COSY eWON voor seminarie
&' LAN: 192.168.10.1/24
WARNIVG. All devices on the network are reachable b...

Add LAN Device... | Remove

| Properties...

| Firewall:

I

Standard High

Standard: Talk2M users connected to this eWON may
connect all devices on the LAN, whether declared hereabove

or not.

WARNING: All transparent gateways and proxies enabled in
the eWON remain reachable bv connected users.




Firewall Options

[ 1. Configuring the firewall ]
* Add the PLC to the network
o IP:192.168.10.10

2 LAN Device - - .

eWON: COSY

Name: |PLC |
IF: |192.168.1U.1U | May include subnet.

eg: 192.168.10.1/24 or 192.168.10.1/255.255.255.0
Description: | |

Port: (@) All Protocols (including ping)

(") specific Protocol: | HTTP - |

[] visible in M2Web. using : on port:

* Confirm with OK and place the firewall in “High”™ mode
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Firewall Options

[ 2. Testing the firewall function ]

e Disconnect from the eWON and reconnect
QL@ @& COosY 10.210.158.28[LAN:192.168.10.1) eWON voor seminarie

2 LAN:
- PLC 192.168.10.10

My eWONs

Add E Properties

* The LAN network is now protected with only the specified
device reachable
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[ 2. Testing the firewall function

|

* Open the command prompt and ping the protected remote

device
“ping 192.168.10.2"

B C\Windows\system32\cmd.exe
C:\Users\Uincent>ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 192.168.10.2:

C:\Users\Uincent>_

Packets: Sent = 4, Received = 0, Lost =

4 (100% loss),

EE0

* The packets do not reach the protected device

B Leuven



Firewall Options

[ 2. Testing the firewall function ]

* Now try to connect to the available device

* Open the browser and enter the address “192.168.10.10"

* The web page of the PLC opens

B v



User Management

[ 1. Create new user J

[ 2. Test l;'ew user ]
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User Management

[ 1. Create new user ] E
* |n eCatcher, select the “Users” tab ﬂ
* (Click the “Add” button to add a new user Hnt

Users

Add . Properties . Log Refresh

Name Jescription
admin John Doe vinnieraer@msn.c...

B v



User Management

[ 1. Create new user J

 Fill in the iInformation for the new user

2 New User

User Name: || a

Full Hame: |

E-mail: |

Description: |

Mobile: | g +32 477 12 23 45

Backup Mobile: | eq ; +32 477 12 23 45

MNew Password | |
|

Confirm Password |

User must change the password at next logon.
This user uses two-factor authentication for the login

Permissions: Mame is public May edit own properties May change password

@ User Name must not be empty

| Next> || Cancel




User Management

[ 1. Create new user ]

* Choose the type of user the new user is to be

[ 2 New User M
| I

Type of user:
(") Administrator
Administrators have full access to the account.

They can configure and add users and eWOMNs.
They can also establish the remote connection to the eWONs.

© User
Users can connect to the eWONs.
They are not allowed to add or modify eWONs and users.

< Back H Create ” Cancel

e Confirm with “Create”

] v



User Management

[ 2. Test new user ]

* Log out, and log in as the new user

e Go to the eWONSs properties

Cosy
eWON voor seminarie

Custom Field 1:

Custom Field 2:

Custom Field 3:

This eWON serial number is : 1506-0530-22 Modify...
VPN

OFFLINE since 24/09/15 12:35:32 , its vpn IP was 10.210.158.28

d
eWON connects using a permanent connection. fy

LAN & Firewall

eVWON LAN: 192.168.10.1/255.255.255.0 | Configure LAN Devices
LAN devices: PLC (192.168.10.10)

oo
= =
g 5
) a

* Note that a user can not change any of the eWONs
properties but can connect to it

B o



