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Weinig tot geen aandacht voor security bij ontwikkeling

¢ Keuze van gebruikte technologie

B I R I I
;

¢ Security testen bij ontwikkeling?

< Weinig tot geen aandacht voor security bij implementatie

¢ Default configuraties (inclusief default passwoorden)

< Levensduur van industriéle componenten
¢ Vaak onherstelbare kwetsbaarheden

¢  Gebruik van niet meer ondersteunde software

< Niet of traag updaten van systemen
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ICS-CERT Monitor Newsletters

KU LEUVEN

ICS-CERT publishes the Monitor Newsletter when an adequate amount of pertinent information has been collected. We
provide this newsletter as a service to personnel actively engaged in the protection of crtical infrastructure assets.

Recent Product Releases

Alerts

ICS-ALERT-1

86-01 Sierra Wireless Mitigations Against Mirai Mal-

.263-01 BINOM3 Electric Power Quality Meter Vulnera-
es, September 19, 2016
-16-256-01 FENIKS PRO Elnet En

r 12,2016

Meter Vulnerabilities,

ability, Septem 12,2016

Advisories
View Advisories Feed

ICSA-16-301-01 He
Vulnerability, October 2

well Experion PKS Improper Input Validation
16

SICAM RTU Devices Denial-of-S

rvice Vul-

ICSA-16-299-01 Siemer

ability, October 25, 2016

Moxa EDR-810 Industrial Secure Router Privil

rability, October 20, 2016

ICSA-16-292-01 Schneider Electric PowerLogic PM8ECC Hard-coded

Password Vulnerability, October 18, 2016
(CSA-16-287-01 OSIsoft P Web API 2015 R2
sions Vulnerability, October 13, 2016
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2016

rvice Account Permis-

ICSA-16
Octobe
I -16-287-03 Siemens SIMATIC S
Disclosure Vulnerabilities, October 13, 2016
ICSA-16-287-04 Rockwell Automation
Memory Leak Vulnerabilities, October

smens Automation License Manager Vulnerabilities,

P 7 (TIA Portal) Information

x Denial-of-Service and

L2016

5-287-05 Moxa ioLogik E1200 Series Vulnerabilities, October
13,2016

ICSA-16-287-06 Fatek Automation Designer Memory Corruption
Vulnerabilities, October 13, 2016

ICSA-16-287-07 Kabona ABWDC Vulnerabilities, October 13, 2016
IC

tion Vulnerability, October 6, 2016

2-01 GE Bently Nevada 3500/22M Improper Authoriza-

01 Animas OneTouch Ping Ins
, 2016

n Pump Vulne:

Follow ICS-CERT on Twitter: @icscert

ICSA-16-278-01 INDAS Web SCADA Path Traversal Vulnerability, Octo-

ber 4, 2016

ICSA-16
ponents Vul

ICSA-16-273 American Auto-Matrix Front-End Solutions Vulnera-

bilities, September 29, 2016

2 Beckhoff Embedded PC Images and TwinCAT Com-

bilities, October 4, 2016

1 Siemens SCALANCE M-800/5615 Web Vulnerability,
L2016

-264-01 Moxa Active OPC Server Unquoted Service Path Esca-

ilnerability, September 20, 2016

1 Yokogawa STARDOM Authentication Bypass Vulnera-
bility, Sept 15,2016

ability, Septer

anagerPro Credential Management Vulner-

259-03 Trane Tracer SC Sensitive Information Exposure Vul-
mber 15,2016

2 Rockwell Automation RSLogix 500 AND RSLogix
bility, September 15,2016

icro File Parser Buffer Overflow Vulr

ICSA-16-250-01 Siemens SIPROTEC 4 and SIPROTEC
r6,2016

npact Vulner-

abilities, Septerr

Other

Recommended Practice: Improving Industrial Control System Cyberse-

curity with Defense-in-Depth Strategies, September 13, 2016

CIC/] ERT FY 2015 Annual Vulnerability Coordination Report,
, 2016

ics-cert.us-cert.gov/
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Number of vulnerabilities reported to ICS-CERT 2009 through FY 2015
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¢ Weinig tot geen aandacht voor security bij ontwikkeling
¢ Kwetsbare Protocollen
¢ Geen authenticatie

¢ Geen encryptie

< Weinig aandacht voor security bij implementatie
¢ Geen aangepaste netwerkarchitectuur

¢ Geen security monitoring

< Onveilige toegang tot het netwerk
¢ Ongedocumenteerde / tijdelijke connecties

< Onveilige toegang van buitenaf
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Explore Downloads Reports Enterprise Access Contact Us

The search engine for Power Plants

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account [

Explore the Internet of Things ‘, See the Big Picture

Monitor Network Security

i,

un
56% of Fortune 100 1,000+ Univers

Shodan is used around the world by researchers, security professionals, large enterprises, CERTs and everybody in betwe
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Zwakke procedures & beleid
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Geen, onvolledig of onaangepast veiligheidsbeleid
¢ Gedocumenteerde ICS security beleid?
¢ Administratief kader voor security?

¢ Security audits voor ICS omgeving?

Gebrek aan training en awareness

Wat te doen bij een aanval?
¢ Hoe detecteren?
¢ Welke procedures voor operatoren? Wie verwittigen?

¢ Disaster recovery plan?
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Bijkomende Risicofactoren ]
Kwetsbare s & beleid
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¢ Gestandaardiseerde protocollen en technologieén
¢ Vaak met gekende Kwetsbaarheden

%

Publieke informatie

O
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Koppeling van controlesystemen met andere netwerken

O
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Onveilige connecties
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Bijkomende Risicofactoren
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Kwetsbare Netwerken Zwakke procedures & beleid
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- Brochure -
Hoe kwetsbaar is mijn industriéle infrastructuur
voor cyberaanvallers?

Kwam tot stand door de expertise van:

¢ E&A —Energie & Automatisering

G MSEC - DistriNet — Mobile & Secure

¢ Xiak  —eXpertisecentrum industriele
Automatisering Kortrijk

In het kader van twee technologie transfer (TETRA) projecten:

G Industriéle Security (140354)
G Verboten - Veilig beheer en ontwerp van industriéle

netwerken (140318)
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Bedankt!

Vragen?

I'M ALSO CURIOUS
ABOUT MY OBJECTIVES
FOR THIS YEAR. DO
YQU HAVE THE GUY'S

DID HE POST IT
ON THE INTER-
NET? I'D LIKE

TO READ IT.

A HACKER BROKE
INTO OUR SYSTEM
AND FOUND OQUT
OUR CORPORATE
STRATEGY,

scottadams@aol.com

ll[;ohq © 1999 United Feature Syndicate. Inc.

www.dilbert.com
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