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2010 - Stuxnet



• Multiple power distribution centers

• BlackEnergy & KillDisk

• Denial of Service

• Russian hackers?

2015 - Ukrainian Grid Hack 



Problem

• How do I know if my system is secure?

• Hire an audit firm

o One-time snapshot

• Security is a continuous process

o Confidential data

• Use standards & guidelines

o Which standard?

o Are the standards correct?

o Time-consuming



Goal

• Tool for the analysis of security in ICS

o As automated as possible

o Quick to reuse after changes or new vulnerabilities

o Useful feedback



The Tool

• Modelling approach

o SysML

o No system disturbance

• Logic-based reasoning

o IDP3

• Text-based output



“As automated as possible”

Inventory Modelling Evaluation
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SysML

• Systems Modeling Language

• Extension of UML

• Model-Based Systems Engineering

• “Supports specification, analysis, design, verification and

validation of systems and systems-of-systems.”

• Contains nine diagrams:



SysML



IDP 3

• Imperative Declarative Programming framework

• Extension of first order logic

o Inductive definitions

o Aggregates

o Partial functions

o …

• IDP instance consists of:

o Vocabulary

o Theory

o Structure

• Solves search problems using model expansion



Model - Conceptual



Model - Example
Control OS



ICS-CERT

• Vulnerability Database

o Alerts

o Advisories

• Department of Homeland Security

• Vulnerabilities added to input model



Feedback

Component vulnerabilities
ICS CSR 2

System vulnerabilities
ICS CSR 3

Simulations
(JISA Journal)



Limitations

• Approach

o Zero-day attacks

o Based on system model

• Tool

o Currently focus on SCADA systems

o Feedback

o Vulnerability database management



Case Study - Operational System

• Industrial environment

• 16 processes

o Touchscreen HMI + PLC

o Various sensors and actuators

• Switches

• Industrial SCADA PC



Case Study

• Users

o Technicians

• Monitor parameters

• Reset alarms

o Operators

• Modify parameters

o Managers

• Change passwords

• Export data

o Manufacturers

• Additional information for remote assistance



Input Model

• User Model

o Type User

o User = {Technician, Operator, Attacker…}

o HasToken(User, Token)

• Policy Specification

o Permission(User, Parameter, Operation)



Evaluation



Case Study - Simulations

• Using our tool in the design phase of your system

• Test different kinds of architectures

o Simulate the effects of attacks or components failing

• Case study: brewery

o Connect the brewery to the campus network

o Three different architectures

o Several simulations

Modelling Simulation Evaluation



Architectures



Architectures



Architectures



Evaluation

• Simulations

o User rights

o Compromised components



Conclusion

• Tool to analyse security of ICS

o Modelling approach

o As automated as possible

o Logic-based

• Vulnerability databases

• Standards, guidelines and papers

• 2 Case studies



Questions?


