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The Industrial Internet explained

The Industrial Internet is all about +
machines talking to machines talking “ k 3

to still more machines that analyse and = ~

optimise data so that they can perform

better. All this has become reality today. PR e e

o ther patients better by
+1 2 | eroonds vt ecadle e
o tracking of thek individual

medical histories and needs.

-
-
..

connected 10 everything, gather data
on her activities and help her use the
information 1o her own aovantage.

: . o e ™
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... manufacturing to lead, logistics early adopter

Top Industries With Investments In loT Solutions

Manufacturing

Transportation And Warehousing
Information

Wholesale Trade

Health Care And Social Assistance
Retail Trade

Finance and Insurance

Utilities

Mining

Real Estate And Rental And Leasing
Construction

Professional, Scientific, And Technical Services

Source: Bl Intelligence, 2015

$50 $100
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... and in manufacturing ...

Which Industries Are Early loT Adopters?

Industrial Machinery

Automotive

Consumer and/or Industrial Electronics
Telecom/High Tech

Aerospace & Defense

Medical Device/Pharma/BioMed
Metals and Mining

Consumer Durables

Consumer Packaged Goods

0% 2% 4% 6% 8% 10% 12% 14% 16% 18% 20%
Source: Bl Intelligence, 2015
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3IF Activities Focus

OF COMPANIES

O % MANY COUNTRIES HAVE
o T3%raenor . @TE N
FOR THE INDUSTRIAL INTERNET CONDITIONS

*  TOSUPPORT
WIDESPREAD ADOPTION

DATA STANDARDS
~. ARE LARGELY PROPRIETARY,

Q’ Bhoos R ~ ! WORKS-IN-PROGRESS
' (7 1 ORNON-EXISTENT OF EXECUTIVES SAY
(y SYSTEM BARRIERS
@) 3 6 (O BETWEEN DEPARTMENTS
OF IT PROS SAY THEY EQELEEI&
O/O HAVEN'T STARTED CORRELATION OF DATA
PREPARING

FOR THE EXPECTED

DATA INCREASE

RESEARCH INTO

THE INDUSTRIAL INTERNET

URGENT NEED HAS ONLY EXISTED
@ TO REFOCUS EDUCATION IN THE PAST 3 YEARS

TO PREPARE FOR THE UPCOMING

DIGITALWORKPLACE
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3IF Main Themes & Audiences

Explore, Evaluate, Transform:

1. Explore the concept of Industrial Internet, Industrie 4.0 and
Industrial Internet of Things

2. Evaluate the opportunity, relevance and impact at company level

3. Transformation & Innovation Support

Beneficiaries:

1. Manufacturers

2. Suppliers: Industrial Automation Service & Technology Providers,
System Integrators, Cyber Security Companies....etc.

LSEC



Main Objectives

1. Stimulate (economic) developments of industrial internet,
industrie 4.0 and lloT in Flanders, and support the viability of
the Industry

2. Support manufacturers and their suppliers to fully benefit of the
technological opportunities ahead

3. Connect suppliers with users of technology

4. Create a Flanders powerhouse, with export opportunities to
other countries

5. Support other initiatives/ Factory of the Future — Madedifferent

LOSEC



3IF activities

ikl NP

2

10.
11.

Support development of industrial internet in Flanders

Promote expertise and use cases in International Fora

Developing a knowledge platform on industrial internet in Flanders

Identification of the eco system and organising knowledge exchange
Development of industrial internet transformation models : roadmaps, evolution
plans for manufacturing in various sectors, aimed at different departments
Development of self-assessment tools

Detecting requirements and challenges of partner- and target group companies
Assistancen Advisory and Support services for companies indicating interest in
transformation

Support in intellectual property protection in manufacturing against abuse and
data theft.

Analyzing and clarifying sector specfic needs versus collective requirements
Support to the development of the Factory of the Future — Madedifferent with the

3IF industial internet specialization.

LOSEC



1. Knowledge Platform

Home Partners

¥

PEEDDD

I::__J

KennisBank

Events

DOCMAN - DOCUMENTEN

Contact Register

Roland Berger digital transformation of
industry 20150315 [T
WorldEconomicForm WEFUSA
Industrialinternet Report2015 m

Accenture Industrial Internet of Things
Positioning Paper Report 2015 m

150410 Umsetzungsstrategie 0

The IoT security solution set

Endian Switchboard explained

Endian Switchboard

Fiyer Industry 40 forum 2014
Accenture fy14 technology labs report

Internet of Things and future of
manufacturing

In de KennisBank worden verschillende documenten, publicaties, referenties en andere relevante materialen =
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Nieuws & Achtergrond

NIEUWS &
ACHTERGROND

Reference Architecture Model of
Industrie 4.0

McKinsey Industry 4.0, May
2015 - how to navigate a

changing industrial landscap

3IF ON TWITTER
Tweets s VOIQ@I‘I
R Internet of 2 mei
Things ‘



2. Promoting Expert Network

Dashboard

NIEUWS &
ACHTERGROND

seworkshop 3
ustrial Intermet

SEARCH Hide
Show Expertbedrijf
Choose Keyword, =z
V DETAIL Hide
advanced marn ]
STATISTICS Hide
Research Institute: GE AUTOMATION INTELLIGENT PLATFORMS
Callname: GE INTELLIGENT PLATFORMS
A o} Hide ..r is a leadling provider of automation and controls technology .u'v!
services for power generation, distribution and 4 nt applications
across Industry, Our mm rentlated Indu | Int: solutions enable
custor nance and ensure rellable
and ¢ ¥ % »fmmw ting thelr machines, data, insights
and people, Our dedicated team Inclu xme of the be
automation capable of solving our customners? toughest chall
Description: GE Industrial Internet: Our Industrial Internet Maturity Model provides
nunual' luh.uu c.uur You can understand where
opting the Industrial Inter
>y - — here you want to Im In the mnun And henc o\ can
13 28 0 take with the right solutions that
|Expert| Expertbedriff | Expertise Documont Learn more about the five - 3F
1 other to help you reach performance optimization
| Analyze | Predict | Optimize
Street + Number: Memminger e 14
2 Pastalcode + city: 86159 Augsbur
] : Show Country: Germany
Office Phone: 003251620270
e
Emul Address: ey Vandewalle@ge.com
Website: heepi/fwww geautomation.com/industriabinternat
ALL EXPERTEN (13) Show mﬁmmm
IcT mumy Industry:
ICT security Intstitute:
ALL EXPERTBEDRIJVEN (28) Show
Edit
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3. (Self)-Assessments

1.

2.

1.

Surveys

1.
2.

Online enquéte
PDF enquéte

Online introductie assessment

1.
2.

Industrial Internet Maturity Model (GE)
Connected Enterprise Maturity Model

(Rockwell)

Diepte — interviews

1.
2.
3.

On Site Interview op afspraak
Peer Group interview
Use case interview

© Leaders in Security — LSEC, 2016, Public — Closed User Group Distribution, p 12

Where do you rank in the
Industrial Internet journey

e . . . .

Core Adjacent  Facility Enterprise
Assets Assets

Source : Rockwell, 2013
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4. Transformatie (Workshops)

1.

Inspiratieseminar industrial internet, industry 4.0, industrial 10T en
aanverwanten,

Inspiratieseminar industrial internet, industry 4.0, industrial loT en
aanverwanten,

Inspriratie Workshop 2 : manufacturing — use cases,

Inspriratie Workshop 3 : Data Science, MES, Mobile, Application domain
specific,

Workshop 4 : Transformation methodology

Workshop 5 : Best practices (Subnets of things, Cloud, Connected Asset
Lifecycle Management, Overall Equipment Effectiveness, Servitization, ...)

Bi-annual event

LSEC



Transformatie Workshops - planning

1. Inspriratie Workshop 2 : Manufacturing technology transformation,
OPC UA vs Industrial Internet

© Leaders in Security , LSEC -

OPC Unified Architecture

Interoperability for Industrie 4.0 and the Internet of Things

Maturity Model - IIoT Asset Capabilities

A
Autonomous
+ Additional
Sensors
+Real-time
(0] Smart analytics
= +Enhanced +°“b°°t[d
[ intelligence execution
> s; f:.“""a Le + Activeg software
T etine condition +New
5 +Some local m‘:;lito ring ::::;:f:s
intelligence +Sel
3 Instrumented o ware optimization + Performance
- Connectable tunable asset +Interact with guarantees
Conventional or connected +Enhanced ecosystem
+ Provides data feeds
 No intelligence data
or connectivity  externally IIoT Enabled
>

3IF,

Level of Maturity
LSEC
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Transformatie Workshops

2. Workshop 3 :
Scripting the Internet of Things (RPi, BBB, Arduino, ...)

Bouwen van sensoren en things op basis van betaalbare
pakketten

Welke pakketten

* Eerste stappen

* Op weg met Github en andere Open Source tools

 Installeren en leren

*  Proof of concept model uitwerken en business case support
* GPIO programming in Linux
* Reactive programming.

* Node.js and Cloud 9

*  Frameworks: NodeRed, Johnny5, MH, ... L®SEC



Transformatie Workshops

3. 14.04.2016 : Inspiratie Workshop 4
. Manufacturing Execution System towards Industrie 4.0 — Industrial Internet

. Mark Van Pee, Sirris : overzicht
. Ulrich : Industrie 4 interact

/ cloud MES
. BrightEye

. Objective (De Clercq Solutions)

. Robex & Proficy Suite (GE)

. Wonderware (Schneider)

. Simatic

. Scheider Invensys — Microsoft Azur

. Wat zijn de huidige mogelijkheden (en moeilijkheden) van MES Systemen

*  Op welke manier bieden ze een oplossing naar uitdagingen voor Industrie
4.0, kunnen ze een tussenoplossing bieden, een meerwaarde

. Kunnen organisaties sneller van start gaan met Industrie 4.0 op basis van

MES?

G -
© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 16 L ] 5 E E



May 25, 2016: 3IF & Agoria International Conference

[ ] L7
Home Meer Activiteiten Register KennisBank Nieuws & Achtergrond BD

NIEUWS & ACHTERGROND

2016-02-08: 3IF & IoTBE: Predictive
Maintenance

2016-04-12: Transformatieworkshop 3:

Hands on Industrial Internet of Things

2016-04-14: Transformatieworkshop 4:
MES to I40

2016-01-01 IIoT in 2016 en de nabije
toekomst

2015-10-28 Malware Duuzer richt zich naar

Manufacturen

2016-05-25 : 3IF & AGORIA CONFERENCE: INTERNET OF THINGS & DIGITAL TRANSFORMATION

FOR INDUSTRY
3IF ON TWITTER

. - T Tweets ¥ Volgen
L) -
M H L 5 E E — 15 januari o
‘. S] T rl S i @3IFconsortium
. - ¢ be driving industry by technology 10 YEARS — prediction nr 1 for 2016 already

happening : more cyber attacks on
industrial control systems
news.trust.org//item/20160113..

«“t 9
= =] 3IF ) 11 december
/7 @3IFconsortium
B - many manufacturers don't realize they
AGO R lA already have data assets which can

serve first steps to a digital factory
twitter.com/Industry40/sta...
«“tl 9

No future without technology

3IF & AGORIA CONFERENCE: Industrial Internet, Internet of Things and Digital Transformation for Industry:
oo 3IF 21 september

@3IFconsortium
#loTClan @Airbus jean bernard hentz
demonstrating the live riveting of the
future airbus planes on @Raspberry_Pi
pic.twitter.com/2al4QWdKc1

Program is still under development. Seats are limited, make sure that you pre-register using the eventbrite link here

Over the last 200 years, the world has experienced several waves of innovation. The Industrial Revolution saw innovations in technology applied to

manufacturing. The Internet Revolution allowed machines to connect and exchange information. The two combined have set the stage for the next wave, that

we are calling the “Industrial Internet”, or Industrial Internet of Things” (IIoT). This last wave pushes the boundaries of machines and will drastically increase

© Leaders in Security — LSEC, 2016, Public — Closed User Group Distribution, p 17 LO S E c



4. Monitoring Major Developments

bitkom G VDMA ZVEl
A IMPULS
Implementation

Strategy Industrie 4.0 »
Report on the results of the Industrie 4.0 Platform

INDUSTRIE 4.0-READINESS

Stiftung far den Maschinenbau,
den Anlagenbau und die Informationstechnik

™ .
© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 18 l- S E E



4. Monitoring Major Developments

Horizontal integration via value-added networks Vertical (integration and networked production systems)

\—/' [ 3 oo “

\\ “'»\‘\ : /7 N |
N ‘ ‘\
m » 8 \ ’
o Sy "}
l =5 I ‘

Digital consistency for the engineering throughout
the whole value-added chain The human being as a conductor for added value

jr—

Engineering of Production
Planning of Production
Productdesign & Development

@
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4. Monitoring Major Developments

Digitalisation from value-added chains / value-added networks

| Methocs for new business models
integration via
T Framework for value-added netwarks »

Research and innovation: Research roadmap for implementation

2015

INDUSTRIE 4.0 by DESIGN

Futomation from value-added natworks

Consistency of the Intagration af real and virtual workd

engineering over the

complete life cycle Sysiam enginesring

Vertical integration [ L o
and networked
LR inteligence — Fleitility — Transformabikey

T Multmockiar assistance systems
infrastructures

for work QPG  Ty

Reference architecture, standardising and normative references

Security for networked systems
Legal framework conditions

© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 20
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4. Monitoring Major Developments

Layers

Business

@
© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 21 LS E c



4. Monitoring Major Developments

- m |EC 62264-1:2013 Enterprise-control system integration
| Part 1: Models and terminology
© = |EC 61512-1:1997 Batch Control Site

Part 1: Models and terminology :
' w ISA Draft 88/95 Technical Report -

Using ISA-88 and ISA-95 Together Area
' |
i [ Process cell Production unit Production line Storage zone
! \:J.‘rtllll;ks [ { Unit Unit Storage unit )
: Equipment Module | | Equipment Module Equipment used
[ ~ Py for storage or
; Control Module Control Module movement
I
: | |
i Equipment used Equipment used Equipment used
. in batch in continuous in repetitive or

production production discrete production

l _______________________________________________________ _

| = Enhancement Industrie 4.0

© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 22
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4. Monitoring Major Developments

Not an Industrie 4.0-Component

Example for Industrie 4.0-Components

R
(Unknown) Object
{Anonymous)
(Individually known)
Entity

< = Interface/data format for
Industrie 4.0 implemented correctly L

Administration
-shell <

S N
Object,

e.0. maching <-

Administration
-shell <

———
Object,
e.q. electrical axle <

(Object gives access
to administration shell)

——n

© Leaders in Security , LSEC - 3IF, 2016, Public — Closed User Group Distribution, p 23

Administration
-shell <

N
Object,
e.0. terminal block

Administration
-shell <

N

Object,
e.0. Standard-SW

(Superordinated system

gives access to the
administration shell)

LOSEC



Industrie/y 4.0 & Security

1. Significant developments
1. Industrie 4.0
2. Industrial Internet
3. loT
4

. (NIST CPS) Cyber Physical Systems Cybersgeurity. -~ -

© Leaders in Security — LSEC, 2016, Public — Closed User Group Distribution, p 24

Security Control Editor Cyber Framework Browser Framework Profile Cross References

Batelres Procnes. Restrict controls 89 Framewdrk Profle mdomatve rederences:
“LOoW PO
YMODERATE  #P1 Cortrel tamiy
« HIGH .02 CANTPEATEN AN i
NA 3
Cvinm © Cwmm & Centrol
Rpep——
ADOED
CONTROL CONTROL NAME BASEUNE | suppie. | CONTROLBASEUNES
NUMEER Control Enhancement Nome WPACT | MENTAL
i ite| LOW MODERATE WIGH
4% | DEVICE IDENTIFICATION AND AUTHENTICATION ] Added | Seecned | Seectes
N1 | CRYPTOGRAPHIC BIOIRECTIONAL e Added | Added
AUTHENTICATION

A-33)
) DYNAMIC ADDRESS ALLOCATION

DEVICE ATTESTATION
XML representation
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NOT THE END

More information, slides and follow-up

www.lsec.eu
www.3if.be - .eu

ClubReées ©C5A " QorC
7 Ulrich Seldeslachts
S ulrich@Isec.eu
Commission +32 475 71 3602
1wl
agentschap voor Innovatie

door Wetanschap en Technologie

) Flanders Investment & Trade
| 4
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